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«CMCTeMHOoe agMUHUCTPpUPOBaHUE>
HanpassneHHocmb: TeXHUYECKas

Bo3pacm yyawjuxca: 13-17 net

Cpok obyyeHus: 1 roa

OcobeHHocmu cocmasa y4auwuxcs: nNoCTOAHHbIM
®opma oby4eHuA: o0YHanA

Mo yposHio codepxxaHuA: 6a3oBas

MosicHuTenbHasa 3anUcKa

B XXI Beke 0611eCcTBO HAX0AMTCA Ha 3Tane rno6anbHoM MHDOPMaTM3ALMKM M KOMMbIOTEPU-
3aumu. MNoaToMy Bo3pacTaeT NOTPeOHOCTL B CneLManmncTax C BbICOKUM YPOBHEM BNAAEHMSA UH-
(OpMaLMOHHBIMM KOMNETEHUMAMM, KOTOPble OTBEYAKT COLMaIbHOMY 3aKa3y Nno noAroToBke
KBa/IMULMPOBAHHbIX KapOB B 06/1aCTU CUCTEMHOI0 aAMMHUCTPMPOBAHMA.

Ha ceroaHAWHUM AeHb B KaXJ0M COBPEMEHHOM KPYMHOM KOMMaHMM €CTb GO/IbLIOE KOaMYe-
CTBO KOMMbIOTEPHOM TEXHUKM M Pa3/IMUHbIX CETEBbIX YCTPOMCTB. U Ana ux 6ecnepe6oMHOM pa-
60Tbl B KOMMNaHUW TPpebyeTcs CETEBOM aAMMHUCTPATOP, BAAAEOWMM HEOB6XOAMMbIMU KOME -
TEHUMAMM 1 HAaBbIKaMM.

Llenbto nporpammbl «CUCTEMHOE aAMUHUCTPUPOBAHUE>» ABNAETCA MONYYEHUE HaYa/ibHbIX
HaBbIKOB M KOMMNETEHLUMM, HEOBXOAUMbIX A/1A BbINOJHEHWA HOBOrO BMAA NPodheCcCcHOHaIbHOM
AEeATeNbHOCTU B cpepe aAMUHUCTPUPOBaHUA MHPOPMALMOHHBIX CUCTEM.

AN [OCTUNKEHMA NOCTAB/IEHHOW LeNM MAHMPYETCs BbINOJHEHME CNeAytolmX 3ajau.

O6pasoBaTtenbHble:

« ®opMMpOBaHMe NpPeACTaBNEHUA O MPUHUMNAX YCTPOMCTBA M (DYHKLMOHWMPOBAHMSA OT-

AeNbHbIX KOMMNbIOTEPOB.

« GopMmuMpoBaHKME NMPEeACTaBAEHMA O (YHKLUMOHMPOBAHMM JIOKANbHBIX CETEN.

« OOpMMPOBaHME YMEHMM MO YCTAHOBKE M HACTPOMKE OMEpaLMOHHbIX CUCTEM M Pa3/IMYHO-

ro NpOrpamMHoOro obecnevyeHus.
Pa3ssuBarouime:
+ OopMMpOBaHME M Pa3BUTHE YMEHMS MOMCKA HEOBXOAMMOW Yy4eOHOM MHbOPMaLMK.
+ QopmupoBaHME MOTMBALMM K M3YHYEHMIO Kypca.
+ OpueHTMpoBaHWE 06YYalOLIMXCA HAa MCMOJIb30BAaHME HOBBIX TEXHOMOMUK B cdepe cu-
CTEMHOr0 aAMMHMUCTPUPOBAHMS.

BocnutaTtesibHble:

+ QopmupoBaHME YMEHMA paboTaTb KaK MHAMBMAYANbHO, TaK U B rpynne ANs pelleHua no-
CTaB/IEHHOM 33/auM.

+ BocnutaHue Tpyaontobus, ynopcTBa M KesaHus J06MBATbCA MOCTABAEHHOM LEM.

+ BocnutaHMe yBaxMTE/IbHOrO OTHOLUEHMA K MHTENNEKTYaNbHOMY TpyAy.

+ ®opmupoBaHMe MH(OPMALMOHHOM KY/IbTYPbI.
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+ HanpaBneHHOCTb NporpaMmbl

+ MporpaMmMa MMEET TEXHUYECKYID  HAMpaB/IEHHOCTb, T.K. COAEPKaHWEe  MpOrpammbl
paccMaTpMBaeTCA  KakK  CpeacTBO  (DOPMMPOBAaHMS  06pa3oBaTesibHOrO  MOTEHUMana,
MO3BOJIAIOLLEr0 pa3BMBaTb Haubosiee MNepefoBble Ha CEroAHAWHMM JeHb TEXHONoTMUM —
MHDOPMaLMOHHbIE, MHTETPUPYIOLWME B ce6e HayKy, TEXHOIOMMI0, UHKEHEPHOE Aeo.

MporpaMma paccymTaHa Ha y4almxcsa B Bo3pacte oT 12 go 16 net u He TpebyeT npeasapu-
TeJIbHbIX 3HaHWM U BXOAHOIO TECTUPOBAHMA.

3aHATMA NpoBOAATCA B rpynnax Ao 12 4yenoBek, NPOAO/IKMUTENbHOCTb 3aHATUA He 6onee
45 MMHYT 3a aKaIeMMYECKMM Yac, BCEro 2 aK. Yaca, 06Las NpoAOIKMTENbHOCTb NMPOrPamMbl
paBHa 144 yacam.

Neparornyeckas Ll,el]eC006pa3HOCTb ,D,aHHOﬁ nporpamMmbl 3aK/l04aeTCA B pasBUTUHU
OCHOBHbIX MNO3HaBaTe€JIbHbIX MNpoueccoB, YMEHMA aHa/IM3nMpoBaTb, BbIABJIATbL CYWHOCTU M
OTHOLLEHMA, OMUCbIBATb MJiaHbl AeﬁCTBMf/’I M agenatb n10rm4eckune BbiBoAbl, ONMpadAcCb Ha TaKMeE
ANCUMMIINHDBI, KaK M€XaHWKa, TeOpUA ynpaBAEHUA, NpOorpaMMnpoBaHne, TEOPUA l/IHCI)OpMaLI,Ml/I.
KpOMe TOro cosjaetr 6J'IaFOI'IpMFITHbIe ycnoBnAa  AnA  COuMaJZibHO-KYJIbTYpHOro M
I'IpOCbeCCMOHaJ'IbHOFO caMmoonpeageneHna, pa3ssBmMtmAa no3HaBaTe/IbHOM aKTUBHOCTM U TBOp‘-IeCKOl‘;i
camMopea/im3aumMm ydallumnxca. O6ecneunBaeT nponeaeBTUKyY I'IpOCbeCCMOHaJ'IbHOFO M3y4eHUA
nporpaMmmmpoBaHmA B BbICLLIEN LUKONE.

HopmMaTuBHas 6a3a

1. KoHctuTyumsa Poccuickor deaepaumm (MpUHATA BCEHApOAHbIM rosiocoBaHueM 12.12.1993 ¢
U3MEHEHMSAMU, 0A0BPEHHBIMU B XoAe obLuepoccuimckoro rofocoaHms 01.07.2020) — URL:
http://www.consultant.ru/document/cons_doc_LAW_28399/(pata o6pawenua: 10.03.2021).

2. ®esepanbHbii 3aKOH 0T 29.12.2012 Ne 273-®3 (pes. ot 31.07.2020) «06 o6pa3oBaHuM B
Poccumckon Geaepaumnm» (C M3M. 1 gon., BCTyn. B cuay ¢ 01.09.2020) — URL: http://www.
consultant.ru/document/cons_doc_LAW_140174 (paTa o6pawieHuma: 28.09.2020).

3. MacnopT HauMoHanbHOro npoekta «0O6pasoBaHWe» (yTB. npe3vamymom CoseTa npw
Mpe3ngeHTe PO no ctpaterMyeckomy pasBUTMIO M HaLMOHANbHbIM MPOEKTam, NPOTOKOA OT
24.12.2018 Ne 16) — URL: //https://login.consultant.ru link ?req=doc&base=LAW&n=319
308&demo=1 (gata obpawenua: 10.03.2021).
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4, TocypapctBeHHas nporpamma Poccuickon Oepepaumm «PasBute 06pa3oBaHMsA»
(yTBepxaeHa NoctaHoBneHueM lMpaBuTtenbctea PO ot 26.12.2017 Ne 1642 (pea. ot 22.02.2021)
«06 yTBEp*/AEHUMU rocyaapCTBEHHOM Nporpammbl Poccurickon ®eaepauum «Pas3suTme obpa-
3oBaHuA» — URL: http: //www.consultant.ru document cons_doc_LAW_286474 (pata 06-
paweHnua: 10.03.2021).

5. CTpaterus pasButua BocnuTaHus B Poccuickon deaepaumm Ha nepuoa ao 2025 roga
(yTBepxaeHa pacnopsaxeHuem lMpasutensctea PO o1 29.05.2015 Ne 996-p «06 yTBEpXAEHUM
CtpaTermu passuTmsa BocnmTaHMa B Poccumckon ®epepaumm Ha nepmoa Ao 2025 ropa») —
URL: http://www.consultant.ru/document/cons_doc_LAW_180402/ — (pata ob6pauie-
HuA: 10.03.2021).

6. MpodeccroHanbHbIM CTaHAApT «[eaaror (nejarornyeckas JesaTeNbHOCTb B JOLKOJIb-
HOM, Ha4ya/lbHOM 06LLEM, OCHOBHOM OOLLEM, CpeaHEM 06LieM 06pa3oBaHMK), (BOCNMUTATE b,
yuntenb)» (pea. ot 16.06.2019 r.) (Mpuka3 MMHUCTEPCTBA TpyAa M COUMANbHOM 3almTbl PO ot
18 okTa6pAa 2013 r. Ne 544H, C U3MEHEHMAMM, BHECEHHBIMU NPUKa30M MMHUCTEpPCTBA Tpyaa U
couysawmtbl PO ot 25 gekabpa 2014 r. Ne 1115H 1 o1 5 aBrycta 2016 r. Ne 422H) — URL: //
http://npodcraHgaptnegarora.pd — (aata obpawenus: 10.03.2021).

7. NMpodeccroHanbHbIM cTaHaapT «[leaaror AONOJHWUTENBHOrO 06pa3oBaHMA AeTel M B3poC-
nbix> (MpurKas MMHMCTEpCTBA Tpyaa U coumanbHoM 3almTbl PO ot 5 mas 2018 r. Ne 298H «06
yTBEpXAEeHWMM NpodeccroHanbHOro ctaHgapTa «legaror 4oNOAHUTENBHOrO 06pa3oBaHuA ae-
TeM u B3pocsblx») — URL: //https://profstandart.rosmintrud.ru/obshchiy-informatsionnyy-
blok/natsionalnyy-reestr-professionalnykh-standartov/reestr-professionalnykh-standartov/
index.php?ELEMENT_ID=48583 (aata o6patienuna: 10.03.2021).

8. ®eaepasibHbIM rocyAapCcTBEHHbIM 06pa3oBaTe/IbHbIM CTaHAAPT OCHOBHOMO 06LLero o6pa-
30BaHMA (YTBEPXKAEH NpUKa3om MUHMCTEPCTBA 06pa3oBaHMA M Hayku Poccuickon ®epepa-
umm ot 17 pekabps 2010 r. Ne 1897) (pea. 21.12.2020) — URL: https://fgos.ru (aata obpate-
HuA: 10.03.2021).

9. denepanbHbi rocyAapCTBEHHbIM 06pa3oBaTe/IbHbIM CTaHAAPT CpeaHero obuiero o6paso-
BaHMA (YTBEPKAEH NpUKa3omM MuHMCTEpCTBa 06pa3oBaHMA M Hayku Poccumckon ®egepaumu ot
17 Man 2012 . Ne 413) (pea.11.12.2020) — URL: https://fgos.ru (aata obpaweHua: 10.03.2021).

10. MeToaMyecKkune peKomeHauum no Co3AaHuio U PYHKLMOHUPOBAHMIO LLEHTPOB LMdpo-
BOro obpasoBaHuA «IT-Ky6» (YTBEpXAEHbl pacrnopsaxeHuem MuHMCTepcTBa MpoCBeLLeHMA
Poccumckon ®egepaumm ot 12 aneapsa 2021 r. Ne P-5) — URL: http://www.consultant.ru/
document/cons_doc_LAW_374572/ (pata o6pawenua: 10.03.2021).

OCHOBHbIE MOHATHSA U TE€EPMUHDI

AHTUBMPYCblI — 3TO CreLMaM3MpPOBaHHbIe NMPOrpaMMbl /1 BbIABIEHMA M YCTPAHEHMA BU-
pyCOB.

AnnapaTtHbi# MHTep(eirc — 310 cpesCTBa, ob6ecneynBaioLMe B3aMMOAENCTBUE MEKAY
YCTPOMCTBAMM KOMMblOTEPA.

BMT — 3TO HaMMEHbLUMI 3/IEMEHT NaMATM KOMMbloTepa.

BpaHaMay3pbl (MexceTeBble 3KPaHbl) — 3TO C/IOKHbIE U MHOTO(YHKLMOHA/IbHbIE KOM-
MAEKCbl NPOrpamMMm, 3ajada KOTopbix — obecrneyeHne 6e30MacHoOro B3aMMoaenCTBUSA CeTeN.

BupTyasibHble MALWMWHbI — 3TO MPOrPaMMHbIE KOMMbIOTEPbI, KOTOPblE MPeAoCTaBAsoT


http://www.consultant.ru/
http://www.consultant.ru/
http://www.consultant.ru/document/cons_doc_LAW_180402/
http://www.consultant.ru/
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Mo/Ib30BaTe N0 BCE BO3MOMXKHOCTU (DU3MYECKMX KOMMbIOTEPOB.

BpeaoHOCHas NporpaMMa — 3T0 NPorpaMma, Liesiblo paboTbl KOTOPOM ABNAETCA BbINOJ-
HEHME AENCTBMM, 3aTPYAHAIWMX paboTy MM YILEMASAIOLMX NpaBa No/b30BaTeNsA, a TaKKe
NPUBOAALLMX K HApYLUEHMIO 6E30MaCHOCTM.

3arpy3ka KoMnblOTepa — 3T0 Noc/eAoBaTe/lbHasA 3arpy3ka nporpamMm ornepaLoHHOM
CMUCTEMbI M3 JOITOBPEMEHHOM NAaMATH B ONEepPaTMBHYIO MamMATb KOMMbOTEpa.

MHTepHeT — 370 rno6asbHas KOMMbIOTEPHAN CeTb, KOTOpas CBA3bIBAET MEXAY CO60M
MMJIIMOHbI KOMMNbIOTEPOB M CETEN NO BCEMY MUPY.

NHdopmaumoHHas 6e30nacHOCTb — 3TO Mpouecc Co6/AEHMA (COXpaHEHUA) TPEX
acrneKkToB (aTpubyTOB) 6€30MaCHOCTU: AOCTYMHOCTM, LENOCTHOCTU M KOH(DUAEHUMANBHOCTU MH-
dopmaumu.

KaTtanor — 310 novMeHoBaHHas COBOKYMHOCTb (hal/I0B M NOAKaTasIoroB.

KoMnbloTep — 370 yHMBEPCA/IbHOE 3/IEKTPOHHOE NMPOrpPaMMHO-YNpaB/IsSieMoe YCTPOMCTBO
ANA paboTbl C MHpOpMaUMeEN.

KoMnbloTepHble BUPYCbl — 3TO MPOrpamMbl, KOTOPble PacnpoOCTPaHAKTCA MO AOCTYMHbIM
HocuTensm 6e3 BeZloMa Mo/ib30BaTeNs M HAHOCAT TOT MM MHOM Yyluep6 AaHHbIM NO/b30BaTeNS.

JIOrMH — 370 coyeTaHue pas3/IMyHbIX CUMBOJIOB, KOTOPblE CEPBUC aCCOLMMPYET C MOJIb30-
BaTe/IEM; MHAYe roBOpSA, 3TO MMA MOJIb30BaTeNSA, N0 KOTOPbIM €ro 6yayT «BUAETb» ApYyrue
no/sib3oBaTesin.

JlokanbHass KOMMbIOTEPHas CeTb — 3TO CETb, HAXOAAWAACA HAa HEGONbLLOW TEPPUTOPUM
W CnyXawasa ANs Nnosb30BaHMA OAHUMM U TEMM Ke JaHHbIMM M YCyramu, KoTopas o06beanHsaeT
He60/1bLLIoEe KO/IMYECTBO KOMMNbIOTEPOB.

OnepaunoHHasa CUCTeMa — 3TO KOMMIEKC NPorpamm, 06ecrneynBaioLmx COBMECTHOE
(YHKLMOHMPOBaHME BCEX YCTPOMCTB KOMMbHOTEPA M MPEeAOCTABASIOWMX MOJb30BATENO AOCTYN
K pecypcam KoMnbloTepa.

Maponb — 370 coyeTaHne pa3IMUHbIX CUMBOJIOB, MOATBEPKAAOLMX, YTO IOTMHOM Hame-
peBaeTCA BOCNOJ/Ib30BaTbCA MMEHHO B/laZenel, IoruHa.

MonHoe nMa danna — 310 nocneoBaTe/IbHO 3anMcaHHble MyTb K daiay M uma daina.

MporpaMMa — 370 onucaHue Ha GOpMasibHOM A3blKe, «MOHATHOM» KOMMNbIOTEPY, NOC/e-
A0BaTENIbHOCTM JENCTBUM, KOTOPbIE HEOOXOAUMO BbINOIHUTL HAZ AaHHBIMM ANA PELIEHWUS MO-
CTaB/IEHHOM 3aJauM.

MporpaMMHoe ob6ecneyeHne — 3T0 COBOKYMHOCTb BCEX MPOrpaMM, npesHasHa4yeHHbIX
ANA BbINOJIHEHUA Ha KOMMNbIOTEPE.

MporpaMMHbIi NPpUHUMN paboTbl KOMNbKOTEPA — 3TO COBOKYMHOCTb MPOrpaMM Ha
KOMMbOTEPE, C MOMOLLbI KOTOPbIX OCYLLECTBAAETCS ero paboTa.

Monb3oBaTenbcknini MUHTepgenc — 310 cpeAcTBa, 06ecneyMBaKlLMe B3aMMoAeNCTBUE
4yesioBEKa M KOMMbloTepa.

MpuknapHbie NporpaMMbl — 3TO NPOrpamMmbl, C MOMOLLBIO KOTOPbIX M0J/Ib30BaTe/lb MO-
KeT paboTaTb C pasHbiIMM BUAAMM MH(DOPMaLMM, He npuberas K NporpaMMMpOBaHMIO.

MpoTokon — 370 Habop CornaweHni, KOTOpbIM onpeaenseT 06MEH AaHHbIMKU MEXAY pa3-
JIMYHBIMM MPOrpamMMamMMm.

CepBep — 3T0 NporpaMMHOE MAKM annapaTHOE YCTPOMCTBO, KOTOpPOE NMpMHMMAET M OTBeva-
€T Ha 3anpochbl, CAeaHHbIE MO KOMMbIOTEPHOM CETM.
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CepBUCHbIE MPOrpaMMbl — 3TO MPOrPaMMbl-apXMUBATOPbI, aHTUBMPYCHbIE MPOrPaMMbl,
KOMMYHMKALMOHHbIE NPOrpaMMbl M Ap.

CeTeBble «4YepBU» — 3TO BPeAOHOCHbIE MPOrpamMmbl, MCMO/b3yHOLME YA3BUMOCTU B ceTe-
BbIX Nporpammax. OHM PacnpoCTPaHSAIOTCA N0 CETH, a HE C MOMOLLbI nepesayu dhaios.

CucreMHbI agMuHucTpaTtop (system administrator) — 310 cneumanncrt, ocHoBHoOM
3aJ)a4ei KoToporo ABAseTca obecneyeHme WTATHOM paboTbl KOMMbIOTEPHOM TEXHMKM, CETU U
NporpaMMHOro o6ecneyeHms B opraHm3aLmu.

TposIHCKME KOHM — 3TO BPeJOHOCHbIE MPOrpamMMbl, KOTOpblE HE HAYMHAIOT JENCTBME Cpasy

nocae BHEAPEHUSA, a KAYT NONYYEHUS KOMAHAbI M3BHE MM HACTYM/IEHUSA KAKOr0-M60 COObITHS.

daiinoBas CTPyYKTypa — 3T0 COBOKYNHOCTb (Dai/I0B Ha AMCKE M B3aMMOCBA3EN MEKAY HUMM.

Web-cepBep — 370 cepBep, KOTOpbIM NPUHUMAET 3anpoChl OT N0/Ib30BATENSA M BbIAAET UM
OTBETbl — JOKYMEHT, CTPAHULLY MU CaMT.
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CETb LEHTPOB UM®POBOIO

CMCTEMHOE AAMMWHUCTPUPOBAHME OBPA3OBAHNS ETEM «IT-KYE»

OnucaHuMe MaTepuanbHO-TeXHNYECKOU 6a3bl
LUeHTpa uncdposoro obpasoBaHusa geren «IT-ky6»

Ana opraHusaumm paboTbl IT-ky6 B pacnopaxeHun <06 yTBEpPKAEHUN METOAMYECKUX pe-
KOMEHZAUMM NO CO3JaHMI0 U (DYHKLUMOHMPOBAHUIO LIEHTPOB LMMOPOBOro 06pa3oBaHMs
«|T-ky6>» ot 12.02.2021 pekoMeHayeTcAa cneayrouee obopyLoBaHUE N1abopaTopuu:

* CUCTEMHbIM 610K B C60pe C KOMMIEKTYIOLWMMM (MaTEPUHCKan nsaTa, BUAEOoKapTa, ceTe-
BaA KapTa, O6JIOK NMMTaHMA M T. A.), BO3SMOXHOCTb NPOM3BOAUTL COOPKY M pa3bopKy Cu-
CTEMHOro 6/10Kka, MaHWMNYNATOP TWUMA Mblllb, KJaBMaTypa, MOHWUTOP, poyTep, KOMMYyTaTop,
Kabenb «BWTas napa» B 6yxTe, 0GKMMHOM MHCTPYMEHT, OTBEPTKA, KOHHEKTOPbI, pa3/iny-
Hble CoOeANHUTEIbHbIE NPOBOAA;

* HOYTOYK (AMaroHasib 3KpaHa: He meHee 15,6 AlMMa, pa3pelleHue 3KpaHa: He MeHee
192021080 nuKcenen; KoAMYECTBO AAEp NpoLeccopa: He MeHee 4; KOJIMYeCTBO NoTo-
KOB: He MeHee 8; 6a30Bas TaKTOBaA YacToTa npoueccopa: He MmeHee 1 TL; MakCMManb- Has
TaKTOBasA YacToTa npoueccopa: He MeHee 2,5 TL; K3W-NamATb NpoLeccopa: He Me- Hee 6
M6aiT; 06BHEM YCTAHOBNEHHOM OMEPATMBHOM NaMATU: He MeHee 8 [6anT; 06BEM
HakonuTtens SSD: He MeHee 240 6aT; BpemMa aBTOHOMHOM paboTbl OT 6aTapeun: He Me-
Hee 6 YacoB; BeC HOYTOYKa C yCTAaHOBEHHbIM aKKYMYNATOPOM: He 6onee 1,8 Kr; BHeL-
HUM nHTepdenc USB-cTaHaapTa He Huxke 3.0: He mMeHee TPEX CBOGO/HbIX; BHELLHMM
uHTepdenc LAN (Mcnonb3oBaHUe NEPEXOAHUKOB HE NPEAYCMOTPEHO): HAIMUME; HaIU-
yne moaynenm u MHTephencoB (MCNosib30BaHME NEPEXOAHUKOB He MpeayCMOTPEHO):
VGA, HDMI;

« 6ecnpoBoaHas cBa3b Wi-Fi: Hanmume c noasepxkok ctaHaapTa IEEE 802.11n mam cospe-
MEHHee;

+ web-kamepa;

* MaHMNYAATOP MblLLb;

* NpeayCcTaHOBNEHHAsA OMnepauuMoHHasa cucTema C rpadMyeckMm MNonb30oBaTe/IbCKUM MHTEp-
cdeiicoM, obecneymBatollas paboTy pacnpocTPaHEHHbIX 06pa30BaTe/IbHbIX M 06LLECH -
CTEMHbIX NPUIOKEHUM;

* WHTEPaKTMBHAA NaHenb MW A0CKa.

Ha gaHHOM 060pyZi0BaHMM MOTYT BbINOJHATLCA labopaTopHble paboTbl Mo Kypcy «CUCTEM-
HOe aAMMHUCTPUPOBAHME>», NPOBOAUTLCA OTKPbITbIE 3aHATMA, 3aliMTa NPOEKToB U T. 4. C uc-
Mo/iIb30BaHMEM MNpe3eHTaLMOHHOro 060pyA0BaHUA NpenojaBaTenn NPoBOAAT 06bACHEHUE HO-
BOr0 Matepuana, NpMBOAAT NPMMeEPbl paboTbl NPOrpamMm u T. 4.



CUCTEMHOE

AAMWUHUCTPUPOBAHME

BbIOIOJIHEHHE

CETb LEHTPOB UWADPOBOIO
OBPA3OBAHMA OETEM «IT-KYB»

KOMITbIOTED NP ETIOAEBATEIT

[DESERTAHOHHDE

MaGOPaTOPHLLX. ODBSICHEHHE HOBOTO

MaTepHana;
JAE€MOHCTP AL
MPOTPaMM.

00bsICHEHHE HOROTO
MarepHaia.

Mcnonb3oBaHue o6opyaoBaHus IT-Ky6 npu opraHM3aumm 3aHATUM
no Kypcy «CucTeMHoe aAMMHUCTPUPOBAHME>»
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CETb LEHTPOB UM®POBOIO

MnaHupyembie pe3ynbTaTbhl 0CBOEHUS NPOrpaMMbl 06yuarowmmMmcs
C OnMMCaHueM npoueayp UTOroBol U NPOMEXYTOYHON aTTecTauum
(BKnrouas npuMepbl KOHTPOJ/IbHO-OLLEHOYHbIX MaTepUasioB
N KpUTEpPUU OLLEHKMH)

Kak 6b1710 HanMCcaHo paHee, Lie/ibio NporpamMmbl «CUCTEMHOE aIMMHUCTPUPOBAHUE> ABAIA-
eTCA NOJIy4EeHUE HaYasIbHbIX HABbIKOB M KOMMETEHLMM, HEOBXOAMMBIX A/1S BbINONHEHUA HOBOTO
BMAa NpOheCCMOHaNbHONM AEATENbHOCTU B cepe afMMHUCTPUPOBAHMA MHDOPMALIMOHHBIX CM-
CTEM, OPMEHTMPYSA 06YYAIOLMXCA HA MUCMOJIb30BAHME HOBbIX TEXHOJIOMMI B Cchepe CUCTEMHOrO
aIMMHUCTPUPOBAHMA.

MnaHupyemblie pe3ynbTaTbl 06yyeHus
JIMMHOCTHbIE:

»OpMMPOBAHME YMEHUS CaMOCTOATE/IbHOM AEATENbHOCTM.

dopMMpOBaHME YMEHWS paboTaTb B KOMaHZE.

dOpMMPOBaHME KOMMYHMKATMBHBIX HaBbIKOB.

®OopMMpOBaHME HaBbIKOB aHa/IM3a M CaMoaHa/In3a.

®opmHpoBaHMe LieneyCcTpEMIEHHOCTH M YCUAYMBOCTU B NPOLIECCE TBOPYECKOM, UCCie-
A0BaTE/IbCKOM PaboTbl U y4E6HOM AEATENIbHOCTH.

[peaMeTHble:

dopmupoBaHMe NpeacTaBAEHMSA O MPOrPaMMHOM 06eCreyeHn U ceTeBOM 060pyoBa-
HMM OpraHM3aLmM.

®opmupoBaHMe NpeacTaB/IeHUA 06 YCTPOMCTBE NEPCOHA/ILHONO KOMMbIOTEPA U MPUHLMU-
ne ero paboTbl.

dopmupoBaHMe NpeACTaBEHMS O NMPMHLUMNAX paboTbl CETEN.

dopMMpPOBaHME YMEHMM MO PaboTe C Pas/IMUHbIM MPOrpaMMHbLIM 06eCneYEHUEM.

MeTanpegmeTHblie:

DopMMPOBaHME YMEHWUS OPUEHTMPOBATLCA B CUCTEME 3HAHWM.

dopmrpoBaHMe yMeHUA BbIoUpaTb Hanbonee 3deKTUBHbIE CNOCOOLI pelleHna 3ajay
Ha KOMIMbIOTEPE B 3aBUCMMOCTH OT KOHKPETHbIX YC/IOBUM.

®opmMpoBaHME NPUEMOB NPOEKTHOM AEATENbHOCTH, BKIKOYAA YMEHMA BUAETb Npobae-
My, (POpMYyMPOBaTbL TEMY M LieJIb MPOEKTa, COCTaBAATb NJIaH CBOEN JeATE/IbHOCTU, OCY-
WeCTBNATb AEMCTBMA MO peannsaumu naaHa, pesynbTaT CBOEM AeATENbHOCTU COOTHOCMTb
C uenbto, Knaccmudbumumposatb, HabawAaTb, NPOBOAUTL SKCNEPUMEHTBI, AefaTb BbiBOAbI U
3aKN0YEHMSA, AOKa3biBaTb, 3alLMLIATb CBOM MAEM, OLEHMBATL pe3y/bTaTbl CBOEM PaboTbl.
dopmupoBaHMe yMeHMA pacrnpeaeneHna BpeMEHMU.

DopMMPOBaHME YMEHMM YCMELWHOM CamMomnpe3eHTaLmu.
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TeMaTHuyeckoe njiaHupoBaHue

OCHOBHbIe BUAbI

LleneBas ycraHOBKa Kon-Bo AesATeNIbHOCTHU Ucnonb3oBaHoe
Tema Copep)xaHue
YpOKa yacoB | obyuyarowmxcsa Ha ypoke/ obopyaoBaHue
BHEYPOUYHOM 3aHATUH
BBeneHue B cneum- | 3HaKOMCTBO C paboToM CUCTEMHO- 3HaKOMCTBO C pabo- 8 CnywaHue 06bACHEHWH MHTepaKTMBHaA

aNbHOCTb. YCTpOM-
ctBo MK

ro aAMMHMCTPATOpPa, MHCTPYKTaX
Mo TexHuKe 6e30MacHOCTU U oXpa-
He TpyZa. 3HaKOMCTBO C KOMIO-
HEHTaMM NepPCOHa/IbHOr0 KOMIbH-
Tepa M UX BHYTPEHHWUM YCTPOW-
cTBOM. lpaKTHyeckas paboTa no
c60pKe NepCcoHaIbHOro KOMMbtoTe-
pa. OCHOBHblE TEXHMYECKME XapaK-
TEPUCTUKM NEPCOHAILHOTO KOM-
nbloTepa

TOM CUCTEMHOrO aA-
MMHUCTpaTopa. 3Ha-
KOMCTBO C YCTPOW-
CTBOM MEPCOHA/IbHOr0
KOMMbtoTepa

yuutens, HabageHue 3a
AEMOHCTpALMAMM yunTe-
Nfl, U3yYeHMe YCTPOMCTBA
NpMGOPOB MO MOAENAM U
yepTexam, cO6opKa (pas-
60pKa) npnbopoB 13 ro-
TOBbIX J€TaNeMn U KOH-
CTPYKUMH

naHenb (LOCKa),
KOMMbIOTEp ANA
nposejeHuA nabo-
paTOpHOM paboThl

®dainosas cucte- | MoHATHE «KaTanor cakna», «noa- | 3HaAKOMCTBO C haio- 4 CnywaHue o6bACHEHUM | MHTepaKTMBHas
Ma Hoe ums danna». Knaccudurkaums BOWM CMCTEMOM M OC- yunuTens, BbiNOJHEHUE naHesb (JOcCKa),

dannosbix cuctem. MpuHLUMN yaa- HOBHbIMM MOHATUAMM. paboT NpaKTMKyMma KOMMbtoTEp

nenns danna. OcHoBHble onepauuu | O3HaKOMIEHMeE C oc-

¢ darnamm HOBHbIMW Onepaums-

MM C darnamu

MporpammHoe OnpegeneHune «nporpaMMHoe 06e- | 3HaKOMCTBO C Knac- 8 CnywaHue 06bACHEHMM | MHTepaKTMBHAA
obecneyeHue. cnevyenue». Knaccmudukaumsa npo- cuduKaumen npo- yunTens, HabaoaeHue 3a | naHenb (4ocka),
OnepaumoHHble rpaMMmHoro obecrneyenus. MopAagoK | rpaMMHoOro obecneye- AEMOHCTPALMAMK yunTe- | KOMMbOTEP
CHUCTEMDI 3arpy3Ku NepcoHabHOrO KOMMNbtO- | HMA, C MOPAAKOM 3a- NA, CNylaH1e M aHanu3

Tepa (3HaKOMCTBO ¢ bios 1 onepa-
LMOHHBIMM CUCTEMAMM).
3HaKOMCTBO C BMPTYaslbHbIMM Ma-
WwuHamu. MpakTnyeckas pabota c
VirtualBox. MpakT1yeckas pab6orta:
YCTaHOBKA OMEPaLMOHHOM CHUCTEMbI

rPY3KM KOMMNbOTEPA
(nopagok paboTbl
pasaunyHoro M0 B mo-
MEHT 3arpy3ku Kom-
nbloTepa), C BUPTY-
a/IbHOM MalLLMHOM

BbICTYN/IEHUM CBOMX TO-
BapMLLEN, BbINOSHEHME
paboT NpakTUKyMa

-
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[MpodomkeHue
OCHOBHbIe BuAbl
LleneBas ycraHoBka | Kon-Bo AeATeNIbHOCTH WUcnonb3oBaHoe
TeMma Copep)xaHue
ypoka yacoB | obyvarowmxcs Ha ypoke/ o6opynoBaHue
BHEYPOYHOM 3aHSATUM

MNporpammHoe MoHATME «rpaduyeckni uHTEpdenc | 3HaKOMCTBO C onepa- 28 CnywaHue 06bACHEHUM | MHTepaKTMBHasA
obecneyeHue. noNib3oBaTeNA». 3HAKOMCTBO C MH- | LMOHHbIMK cUCTEMaA- yunTens, HabawaeHue 3a | naHenb (AOCKa),
OnepauyMoHHas Tepdencom nosib3oBaTens. MM, C rpaduyecKum AEMOHCTPaLUMAMM yunTe- | KOMMbOTEP
cucTema PacrnonoxeHne 0CHOBHbIX CUCTEM- | MHTEPdEMCOM onepa- NA, CNylaH1e 1 aHanu3

HbIX banoB. LIMOHHbIX CUCTEM, C BbICTYNEHUIA CBOMX TO-

WUHCTPYMEHTbI AMMHUCTPUPOBAHMA | MHCTPYMEHTaMM aj- BapMLLEM, BbiNoNHEHUE

MK (amMcneTtyepbl: YCTPOWUCTB, AMUC- MWHNCTPUPOBAHUA paboT NpakTMKyMa

KOB, NONb30BaTENEN, 334a4 U T. A.)
OnepaumoHHas MoHATME «y4YéTHaA 3anucb». be3o- | 3HaKOMCTBO C MOHA- 4 CnywaHue 06bACHEHWM MHTepakTMBHaA
cucTeMa. Y4YéTHaa | MacHOCTb AaHHbIX NO/b30BaTeNA TMEM «y4éTHasd 3a- yumTens, BbiNoJHEHME naHenb (Jocka),
3anucb Nosb30Ba- | Npu CO3AaHWMKM UHAMBMAYASIbHOM MUCb NoNb30BaTens», paboT NpakTMKyMa KOMMbloTEP
Tens YYETHOM 3anmcu. PeKomeHZauuu no | C NpaBM/IamM Mo CO3-

(hOpMMPOBaHUIO NApPONIEN K YYET- JAaHuI0 6€30MacHbIX

HOM 3anmcu. naposem

MpaKTMyeckaa paboTa: co3gaHue

YYETHOM 3anucu
MporpammHoe MoHsATHe «aparBep>. MpakTnye- 3HAKOMCTBO C NOHA- 4 CnywaHue 06bACHEHWM MHTepakTMBHaA
obecneyeHue. CKas paboTa o yCTaHOBKe ApanBe- | TMEM «JpanBep» yuuTens, BbiNoNHEHME naHesnb (ZoOcKa),
ApaiBsep poB paboT NpaKTMKyma KOMMbloTEP
MNporpammHoe Tunbl IMLEH3UM NPOTPaAMMHOrO 3HaKOMCTBO C TUMNamu 24 CnywaHue 06bACHEHWM MHTepaKkTMBHasA
obecneyenue. Cu- | obecneyeHuns, NPUMEpPbl CUCTEMHO- | JIMLIEH3UM NPOTrPaMM- yumTens, BbiNoJHEHWE naHenb (Jocka),
CTeMHoe npo- ro NporpaMMHOro obecneyeHuns HOro obecnevyeHus, paboT NpaKTMKyma KOMMbtoTEp
rpaMmHoe obecne- | (apxuBaTtop, aHTMBMPYC, GpaHamay- | 0630p CUCTEMHOrO
YyeHue 3p, NpoOrpammbl 414 apXMBMpOBa- nporpamMMHoro obe-

HMA 1 pe3epBHOro KONMpoBaHMUA, crneyvyeHua

BOCCTaHOB/IEHMS (aiioB)
lMporpammHoe o6e- | loHATHE «3NEKTPOHHAA MOANMCh>. 3HAKOMCTBO C MOHH- 4 CnywaHue 06bACHEHUM | MHTepaKTMBHaA
cneyeHue. dnek- Mcnonb3oBaHMe 3/1€KTPOHHOM TUEM «3/IEKTPOHHAA yumTens, BbiNoJHEHWE naHenb (Jocka),
TPOHHaA NOAMUCH NOANWUCHU B M3HM 06LLeCTBa noAnucCb» paboT NpaKkTMKyMa KOMNbloTEp
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[MpodomkeHue
OCHOBHbIe BUAbI
Tema ConepxaHue LleneBas ycraHoBKa Kon-Bo AeATeNbHOCTH Wcnonb3oBaHoe
yYpOKa yacoB | obyuarowmxcsa Ha ypoke/ obopynoBaHue
BHEYPOYHOM 3aHATUM
9 | NpuknagHoe npo- | Knaccudukauma npukaagHoro 3HAKOMCTBO C Npu- 12 CnywaHue 06bACHEHUM | MHTepaKTMBHAA
rpaMmHoe obecne- | NPOrpaMMHOro obecneyeHua. 3Ha- | KAaAHbIM NpPOrpamm- yuuTens, BbINONHEHME naHenb (Jocka),
yeHue KOMCTBO C pa3/IM4HbIM MPOrpaMM- | HbiM 0becneyeHnem paboT NpakTMKyMa, rpyn- | KOMNblOTEp
HbIM 06ecneyeHnem (NAaTHbIMK U noBas NPOeKTHas aeA-
6ecnnaTHbIMM aHanoramu). Mpak- Te/IbHOCTb
TMYeCcKas paboTa: yCTaHOBKa Mpo-
rpammHoro obecneyeHus. MpakTu-
yeckas paboTa: paboTa C apxmBa-
TOPOM
10 | /lokanbHble cetu Tononorua ceten. IP-agpec, MHTEp- | 3HAKOMCTBO C NOHSA- 20 CnywaHue 06bACHEHMH MHTepaKTMBHaA
HEeT, cepBep U MHoe ceTeBoe 060pYy- | TMEM <«JIOKa/IbHaA yuuTensd, BbINONHEHME naHenb (AocKa),
AoBaHue. JIMHUM CBA3U ceTb», C MPUHLMMOM paboT npakTMKyMa KOMMbloTep, BUTasA
paboThbl ceTeM napa 5-# Karero-
PUM, KOHHEKTOP
(oH e axek (Jack)
pasbém) CTaHjapTa
RJ 45, cneumans-
Hbl€ KpuMnepbl
11 | JlokanbHble ceTu. MoHATUE «JOMEHHOe WUMA», JOMEH- | 3HAKOMCTBO C MpPWH- 4 CnywaHue 06bACHEHMH MHTepaKTMBHaA
MpoToKkonbl nepe- | Hasa cuctema MMEH (DNS, DNS LMNoM paboTbl A0- yuuTens, BbiNOJHEHME naHenb (Aocka),
JauM daHHbix. Jo- | Security Extensions), CTpyKTypa A0- | MEHHOM CUMCTEMbI paboT NpakTMKyMa KOMnNbloTep
MeHHas cuctema MEHHbIX CUCTEM UMEH, NOAHOE UMA | MMEH
UMEH JOMEHa
12 | /lokanbHble cetu. | MpUHUMN paboTbl SNEKTPOHHOM NO- | 3HAKOMCTBO C MPUH- 4 CnywaHue 06bACHEHWH NHTepaKTMBHaA
MpoToKoAbl nepe- | YTbl. MPOTOKO/IbI 31EKTPOHHOM Mo- LMMNOM paboTbl dNEK- yunTens, BbiNONHEHME naHenb (AJocka),
Za4M AaHHbIX. yTbl. [OYTOBbIM KAMEHT. 3alpmTa TPOHHOM MOYTbI U NO- paboT NpakTMKyMa KOMnNbloTep

JNeKTpOHHaA no-
yTa

S1E€KTPOHHbIX NNUCeM

YTOBbIX K/IMEHTOB

AUHVE0dUdLOUHUWIDY JOHWILOUD
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[MpodomkeHue
OCHOBHbIe BUAbI
efneBasl YCTaHOBKa Kon-Bo ATE/IbHOCTH Wcnonb3oBaHoe
Tema Copnep)xaHue u y Aeate oc
ypoka yacoB | obyyarowuxcs Ha ypoke/ o6opynoBaHue
BHEYPOYHOM 3aHATUM

13 | /lokanbHble ceTu. | MpuHUMN paboTbl NpoToKo0B http, | 3HaKOMCTBO C NPOTO- 8 CnywaHue 06bACHEHMH MHTepaKTMBHaA
MpoTtokonbl nepe- | ftp. MpuHuMn paboTbl web-cepeepa | Konamu http u ftp. YuuTENSA, BbINOJHEHME naHeb (Bocka),
Aa4v JaHHBbIX. 3HAKOMCTBO C MpUH- paboT NpakTMKyMa KOMMbloTep
Be6-cepsep, LMMomM paboTbl cepse-
ftp-cepsep pa (http, ftp)

14 | JloKanbHble CeTH. AHOHMMHOCTb B ceTu. MNpuHuMN pa- | 3HAKOMCTBO C pabo- 4 CnywaHue 06bACHEHMH MHTepaKTMBHaA
AHOHUMHOCTb B 60Tbl NPOKCH-CepBepa TOM NPOKCHU-CcepBepa yuntend. BoinonHeHue naHenb (Jocka),
ceTu. lpokcu-cep- paboT NpakTMKyMa KOMMbloTep
Bep

15 | JlokanbHble ceTu. | YaanéHHoe agMMHUCTPUPOBaHME. 3HAKOMCTBO C MPUH- 4 CnywaHue 06bACHEHWH MHTepaKTMBHaA
Mporpammbl yaa- | O630p nporpamm A yAanéHHOro | LMNOM yAanéHHOro yunutena. BoinonHenue naHesb (JOCKa),
NEHHOro aAMMHKU- | aAMMHMCTPUPOBAHMA ynpaBieH1A KOMbIO- paboT nNpaKTMKyma KOMnbtoTep
CTPUPOBaHMA TEpOM

16 | JloKasibHble CeTH. 0630p NporpaMMHbIX OnepaLmoH- 3HAKOMCTBO C onepa- 4 CnywaHue 06bACHEHMH MHTepaKTMBHaA
0630p Windows- | HbIXx cucTeM Ana cepeepoB. LleHTpa- | LMOHHbIMM CMCTEMaMM yumTens naHesb (JOCKa),
server. 3aKk/l04M- | IM30BAHHOE ynpaB/ieHUe CEeTbIO ANA cepBepoB KOMnbtoTep

Te€/IbHOE 3aHATHE
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CMCTEMHOE AAMMWHUCTPUPOBAHME OBPA3OBAHNS ETEM «IT-KYE»

7]
¢

B

A /Y
A

i}

H
[y
B Oé
]

MnaHbl yuebHbIX 3aHATUA

Tema 1. BBegeHue B cneymanbHOCTb. YcrpoicTeo MK

PekomeHayeMoe KONMYeCTBO YacoB Ha aHHY TeMy — 2 Yaca.

MnaHupyemblie pe3ynbTaThl

MpeaMeTHbIE: 3HaHNA 06 OCHOBHbIX BUAAX AE€ATE/IbBHOCTU CUCTEMHOMO aJMMHUCTPATOPA,
3HaHWA OCHOBHbIX YCTPOMCTB NMEPCOHANIbHOr0 KOMIbOTEPA M UX (PYHKLMIA; 3HAHME OCHOBHbIX
XapaKTEePUCTMK NEPCOHAIbHOIO KOMMbIOTEPA.

MeTanpeaMeTHbIE: MOHWMAHWE PONU CUCTEMHOIO aZAMMHMCTpPATOpa MpU COMPOBOXAEHUU
Pa3/IMYHbIX NPOLLECCOB, CBA3AHHbIX C MCMO/Ib30BAaHUEM KOMMbIOTEPHOM TEXHMKM, MOHMMAHWUE
Ha3HaYeHMs OCHOBHbIX YCTPOMCTB NEPCOHA/IbHOrO KOMMblOTEPA.

JINYHOCTHbIE: MOHMMaHWE PONU CUCTEMHOTO aAMMHUCTpaTOpa M NEPCOHANbHOrO KOMMbIO-
Tepa B XXU3HMU.

O6opynoBaHMe WM MaTepuanbl: KOMMbIOTEP, MPEe3eHTaUMOHHOE 060pyAOBaHME.

M3yyeHne ycTpoMCTBa NEPCOHANbHOrO KOMMbIOTEPA, BbINOJHEHWME MPaKTMYECKOW pabo-
Tbl Ne 1.

KpaTkoe copepxaHue. BeogHoe 3aHATHe. [poBeaeHne 0653aTeNbHOr0 MHCTPYKTaxa no
TexXHMKe 6e3onacHocTM. BBeaeHune B cneupanbHOCTb.

OnpeaeneHue MOHATUM «CUCTEMHbIM aAMMHUCTPATOP», «CMCTEMHOE AAMWMHWMCTPUPOBA-
HWe», onpejeneHue 0653aHHOCTEN CUCTEMHOMO aAMMHUCTpaTopa. Npumepbl paboThbl Nepco-
Ha/IbHOrO KOMMbIOTEPA B Pa3/IMYHbIX Chepax KM3HM (aTOMHAA MPOMbILLIEHHOCTb, pa3/InyHbIe
3aBOAbl M T. 4.), 3Ha4YEHUE CUCTEMHOr0 aZiIMMHMCTpaTopa.

OcCHOBHble 3n1eMeHTbl KomnbloTepa. KOMMOHEHTbI CUCTEMHOrO 6/10Ka: CMCTeMHasA nara,
610K NMUTaHMSA, LEHTPA/IbHbIM NPOLLECCop, onepaTMBHasA NaMATb, BUAEOKAPTa, CETeBas KapTa,
3BYKOBAs KapTa, KECTKMUM AWUCK, ONTUYECKMM NPUBOA U T. 4. UHTErpupoBaHHbIE B MAaTEPUHCKYIO
naaTy YCTPOMCTBA (BUAEOKApTa, ceTeBas KapTa). BHelWHMe ycTpoMcTBa NePCOHANbHOTO KOM-
notoTepa.

JleMOHCTpaLuAa KOMMNOHEHTOB CUCTEMHOro 610Ka. OcobeHHocTn cbopku K, 3awmTa He-
NpaBu/IbHOM C60PKM Ha (DM3NYECKOM YPOBHE (Ha/sMuMe CrELMAIbHbIX OrpaHUYUTENEN B 3aBU-
CMMOCTM OT TMNA 060pYyA0BaHMSA, OT/IMYME PAa3MELLEHMS OrPaHUYMTENEN B PA3/IMUHbIX TUNaX
MamATU U NPOLLECCOPOB). BbinosHeHMe npaKTMyeckom paboTbl Ne 1.

MpakTuyeckasn pab6ora N2 1. C6opka nepcoHasIbHOro KOMMbIOTEpa

PaboTa BbINO/HAETCA CTPOro Moj PYKOBOACTBOM YYMTENA, MO3TanHo. Yuutenb nepej npak-
TMYECKOM paboTOM NPOBOAUT 06s3aTE/IbHbIM MHCTPYKTAX MO TEXHMKe 6e3onacHocTu. Mepea
Ha4a/IOM BbIMOJIHEHMA PabOTbl YUMTE b Pa3bACHAET NPUHLUMN Pa360PKU U COOPKU CUCTEMHOrO
6110Ka, obpalyas BHUMaHME Ha warn COopKuM (pa3bopku). B cMcteMHOM 6/10Ke A0KHa ObiTb
yCTaHOB/IEHa MAaTEPMHCKasA nnata, 670K NuMTaHUA (HEOOXOAMMO NMPOBEPUTb, YTOOLI NPOBOJ MNU-
TaHWA Gbl/1 OTCOEANHEH OT PO3ETKM).

Warn c6opku (NOpAAOK MOXKET OT/IMYaTbCA B 3aBUCMMOCTM OT yA0OCTBA pPacnosioXKeHua
C/I0TOB HAa MAaTEPMHCKOM NaTe):

YcTaHoBKa npoueccopa (npenogaBateslb JO/IKEH 06paTMTb BHMMaHME Ha BbICTynawolme
3/IEMEHTbI NPOLIeCCcopa MM Ha MAaTEPMHCKOM NiaTe (MX Hesb3s noBpexaatb!)). Heo6xoammo
MoKasaTb cneumanbHble Nasbl U (MM OrpaHUUMTENN), OO BACHUTb, YTO BCE I/IEMEHTbI NOAK/IO-
YEHMA Ha KOMMbOTEPAX MMEIT CneluasibHble OrpaHUYMTEeNIM U(MAK) Nasbl, TaKMM 06pPa3oM, He-
MpaBU/IbHOE NOAKNIOYEHME KOMMOHEHTOB APYT K APYrY UCKIKOYEHO. YCTaHOBUTb NMPUKUMHYHO

B coaepkanue 13




2

1]

.2
CETb LLEHTPOB LIWbPOBOTO "

CMCTEMHOE AAMMWHUCTPUPOBAHME OBPA3OBAHMS AETEN «IT-KYB» EI

<<

H
8 % 8
i

MNacTMHY (B pasHblX MOAMGbMKALUMAX YCTAHOBKA MPUMKMMHOM MIACTMHBI OT/IMYAETCA). YCTaHOB-
Ka J0J1I)KHa BbINOJIHATLCA 6€3 yCuami!

HaHeceHune TepmonacTbl. AKKYPaTHO HAaHECTM [03MPOBAHHOE KOJIMYECTBO TEPMOMACTHI
JMHWEW C OAHOro Kpas npoleccopa (PEKOMEHAYETCA Kax[oe HaHeCeHWe NacTbl MpoM3BO-
ANUTb NOJ KOHTPOJIEM yumTens). HaHeceHue ocyllecTBASETCA NNAaCTMKOBOM KapTOYKOM (nna-
CTMHKOM). MN10THO NpMAABMB KpaM KapTbl, He TEPSS CUJbl HAXKMMa, NAcTy HAHOCAT C/IEBA Ha-
npaso.

YCTaHOBKa CUCTEMBI OXNaxkaeHus. Heob6xoamMmo 06paTnTb BHUMAHKE Ha CnelpasibHble OT-
BEPCTMA Ha MATEPMHCKOM NuiaTe AN YCTAHOBKM CUCTEMbI OX/IAXKAEHWS, CUCTEMA CTABUTCA C He-
60/IbLUIMM YCUIMEM. ITOT 3Tan PeKOMEHAYETCS AeNaTb YYUTENH.

BHumaHue!

I'IpM NMPpakTUYECKMNX 3aHATUAX C HECKOJIbKUMU TpynnaMn1 peKOMEHAYETCA NpPonyCcTmuTb
war 1-3, 7. e. 3apaHee YCTaHOBUTb MNMpoueccop U CUCTEMY OXJ1aXKAEeHNA AN1A NMPpEeAOT-
BpalleHNA noBpexAeHNA MaTeleHCKOI\;I nnatbl U1K Npoueccopa.

YcTaHoBKa onepaTtuBHOM NamaATU. CNoT onepaTMBHOM NaMATM UMEET CheLManbHyo nepe-
MbIYKY, MO3TOMY YCTaHOBKa ApYroro Buaa namaTM HEBO3MOXKHa.

YcTaHOBKa BMAEOKApTbl M 3BYKOBOW KapTbl (MPM Ha/MuMM) BbINONHAETCA aHANOMMYHO
yCTaHOBKE onepaTMBHOM NamATU. Hy)KHO o6paTnTb BHMMAHWE Ha TO, YTO MOC/E YCTAHOBKM
Heob6X0AMMO aKKypaTHO 3aKpenuTb KapTbl C MOMOLLbI KPEMnéXHbIX BUHTOB K CMCTEMHOMY
G/I0KY.

YcTaHoBKa XECTKOro amcka npmsoga DVD. HeobxoamMmo yctaHoBuTb npueog DVD B cu-
CTEMHbIM 610K M 3aKpenuTb ero. Mocsie yCTaHOBKM NPOU3BOAMTCA NOAKIOYEHUE Kabens nuTa- HUs
U Kabena anAa nepeaayv JaHHbIX.

MoaKYEHME Pa3/IMUHBIX Pa3bEMOB K CUCTEMHOM nnate. Heo6xoAMMO 06paTUTb BHUMA -
HME Ha PYKOBOACTBO NO/Ib30BATENS K MAaTEPUHCKOM NnaTe AN 0603HAYEHWUS MPaBUIbHOMO
NOAK/IIOYEHMA NPOBOAOB OT KHOMOK BKJIYEHMA, nepe3arpy3ku KomMnblotepa, USB-Bxoa0B Ha
CUCTEMHOM 6J10KE.

MoakntoyeHne nutaHus. Mocne NpoBepKM BCEX COEAUHEHWUM MOAKNOYAETCS NUTAHME Ha
MaTEpPUHCKOM nnaTe K 610Ky NUTaHusA, BUAEOKapTbl M Ap. 0co60 Hy:KHO 06paTMTb BHUMaHMeE
Ha coeauHeHue crneymasibHbIX pa3beéMOB.

BkaoyeHMe KoMnbloTepa M AMarHOCTMKa OWwMO0oK. Mpu HenonaaKkax BKAOYEHUA cneayeT
06paTUTb BHMMaHWE Ha 3BYKOBbIE CMIHanbl U/WMIM COOOLLEHMA HA MOHMTOPE KOMMbloTepa.
C MHdOpMaLUOHHbIMM MaTepranaMm 1 BUAamm OWMOOK NpenojaBaTesito HYy>KHO 03HAKOMMTb-
CA Ha calTe NpoM3BOAUTENIA CUCTEMHOM NNaThl.

MpoBounpoBaHMe OWMOOK. Ha AEMOHCTPALMOHHOM KOMMbIOTEPE HEOOX0AUMO CHATbL NPO-
LLeccop M 3anyCcTutb Komnbtotep. 0OpaTUTb BHMMAHME Ha 3BYKOBYH MM CBETOBYK MHAMKALMIO
OLUMOKM NpU COOPKe (OTCYTCTBYET NpoLeccop).
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Tema 2. ®ansoBas cuctema

PekoMeHayeMoe KONMYeCcTBO YacoB Ha AaHHy TeMy — 1 vac.

MnaHupyembie pesynbTaTbl

MpeaMeTHbIE: NpeAcTaBeHne 06 06bekTax (PamioBOM CUCTEMbI, BbIPAGOTKA HABLIKOB pa-
60Tbl C hannamm.

MetanpeaMeTHble: yMeHUA U HaBblKW OpraHu3auumn amnaoBoi CTPYKTYpPbI B JIMYHOM MH-
¢ opmaLMOHHOM NPOCTPaHCTBE.

JINYHOCTHbIE: NOHUMaHWE HEeoOGXOAMMOCTM YNOPAAOYEHHOIO XpaHEHMA COBCTBEHHbIX
Nporpamm U AaHHbIX.

O6opyaoBaHMe U MaTepuanbl: KOMMbOTEP, MPe3eHTaLUOHHOEe 060pYyAOBaHUE.

KpaTkoe copgep)xaHue. PacCMOTpeHME OCHOBHbIX MOHATMI (cai; npaBuia MMEHOBAHMA
hannoB; KatasoroB; KOPHEBOM KaTasor; daiioBas CTPYKTYpa; NyTb K aiay; nosHoe UMs
caina), orpaHuyeHms B hannoBbix cuctemax (Ha npumepe NTFS). BbinonHeHMe NpakTUYECKOM
pa6oTbl Ne 2.

MpakTuueckas pa6ora N2 2. Co3pgaHue daina

HeobxoamMmMo co3aaTb B nanke «Mou AOKYMEHTbl» nanky Buaa «Pamunna MMa OTyecTBo
rpynna (BBeCTM CBOM JAHHbIE)>.

3anyCcTuTb TEKCTOBbIM peaakTop «BbIOKHOT» M HabpaTb B HEM CBOK BU3MUTHYIO KapTOYKY
(dbammnumio, UMA, 0TYECTBO, aZpec WKOJIbI, KNacc).

CoxpaHuTb HabpaHHbIM TEKCT B manke Buaa «®amuana Mma OtyecTBo rpynna (BBECTH CBOM
[AaHHbI€)>» NoJ UMEHEM «BU3UTKA. tXt».

Co3gatb B nanke «Mou JJOKYMEHTbI» Nanky «Moa HOBaA nanka».

CkonupoBaTb B Nanky «Mos HoBas nanka» dana «BU3MTKa.txt» M3 nanku «Gamunmsa Umsa
OTyecTBO rpynna (BBeCTU CBOM AaHHbIE)>.

MepenMmeHoBaTb dann BM3MTKA.txt M3 manku «Mos HoBas manka» B daunn «vizitka.txt».

CkonupoBatb (amn «vizitka.txt» B nanky «®@amuamns Mma OTyecTBo rpynna (BBeAMTE CBOM
AaHHbIE)>.

Onpeaenntb Bpems co3gaHus daunna «vizitka.txt» 1 ero pasmep B GaiTax.

Ypanutb nanky suga «®ammnama Mma OTyecTBO rpynna (paHee Co3faHHble AaHHble)».

Tema 3. MNMporpammHoe obecneyeHne. OnepaunMoHHble CUCTEMbI

PekomeHayeMoe KO/IMYeCTBO YacoB Ha JaHHY TeMy — 2 yaca.

MnaHupyemblie pe3ynbTaThl

MpeaMeTHbIE: NOHATME NPOrPaMMHON0 obecneyeHna NepCcoHaIbHOrO0 KOMMboTepa U OC-
HOBHbIX €ro rpynn; 3HaHMe CYLLEeCTBYOLMX Pa3/IMYHbIX ONEPALMOHHBIX CUCTEM.

MeTanpeaMeTHbI€: NOHMMaHWE Ha3HAYeHMA NPOrPaMMHOI0 0becrneyeHus nepcoHasbHo-
ro KomnbloTepa.

JINYHOCTHbIE: NOHMMaHME NEepCOHaNIbHOr0 KOMMbIOTEPA B XM3HWU, MOHMMaHME Ha3HAYeHMA
onepauroOHHbIX CUCTEM.

O6opynoBaHMe M MaTepuasbl: KOMNbOTEP, NpPe3eHTaLMOHHOE 060pyA0BaHME.

KpaTtkoe copepyaHue. [oHAThe «nporpamMHoe obecneyeHune». Knaccudurkauma npo-
rpammHOro obecrneyeHus. NMopagok paboTbl pa3myHoro MO ¢ MOMEHTa 3arpy3Kku KOMNbloTepa
BIOS. lMoHATMe onepauMoHHaa cucTeMa (onpeaeneHune). PacnpocTpaHéHHble onepauyoHHble
CUCTEMBbI A1 NepCoHanbHbIX KoMnbtoTepos (Windows, Linux, MacOS), onepaumoHHble cucTe-
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Mbl 18 MOBUIbHBIX YCTPOMUCTB (Android 1 ap.). Mosb30BaTeNbCKUIA MHTEPDENC ONEPALIMOH -
HOM CMCTEMbI. [porpammbl-ApanBepbl, NPOrPamMMbl-yTUAMTbI. BbiNOAHEHME MpaKTMYECKOM pa-
60Tbl Ne 3.

MpakTnueckasa pa6ora N2 3. YcTaHOBKa onepaLvMoOHHOW CMCTEMbI

YCTaHOBKY onepauMoHHOM CUCTEMbI MOXKHO BbIMNOJIHATb Ha COBPAHHbIM KOMMbIOTEP MK Ha
BUPTYa/ibHYl0 MaluMHy. Mpy opraHM3aummn 3aHATUM B HECKO/IbKMX Mpymnnax Heo6X0AMMO MC-
No/sb30BaTb BUPTYasIbHYI0 MalMHY ANA ABYX M 6onee noarpynn. BupTyanbHas MawmHa no3so- nT
OZJHOBPEMEHHO Ha OJHOM KOMMbIOTEPE [JOMOJIHUTE/IbHO 3anyCKaTb pas/IMyHble onepaum-
OHHblE€ CUCTEMbI, TaKMM 0OPA30OM Yy KaxAoro obydatowieroca 6yaet nepcoHasibHasa BUPTyab-
Haa MawuHa. PekoMeHayeM MCNonb3oBaTb GeCniaTHY M YHMBEPCANbHYK BMPTYasibHYHO
mawuHy Oracle VM VirtualBox. Mepes npoBeAeHMEM MPaKTUYECKOW paboTbl AaHHAs Mporpam-
Ma J0/KHa 6bITb YCTAHOB/IEHA Ha KOMMblOTEpPax 06YYaloWMXCA (CCblIKA Ha CaMT npou3BoauTE-
na https://www.virtualbox.org/).

OnucaHue npakmuyeckol pabomobl

Hactpoiika BupTtyanbHoit MawmuHbl Oracle VM VirtualBox (aanee VirtualBox)

Ansa co3aHusa BUPTYaslbHOM MalLMHbI HE06X0AMMO 3anycTuUTb nporpammy VirtualBox (Bow-
TU B MEHI0 NYCK, Aanee oTKpbITb nanky Oracle VM VirtualBox 1 3anycTtutb npuaoxeHue).

1. [lns co3gaHna HOBOM BMPTYalbHOM MalUMHbI HEO6XOAMMO HaxaTb Ha NaHeNM ynpase-
HUA KHonKy «Co3aaTtb».

" G D -

Cozaate Hactpoute COpocuTs  3anycTutb

2. BBECTM MMA BMPTYaslbHOM MalUMHbI, TUM M BEPCUIO ONEPALIMOHHOM CUCTEMBI (TUN U BEP-
CUI0 ONEPALMOHHOM CUCTEMbI BbIBUPAET YUMTE/b, MOXKET OTIMYATLCA OT NPUBEAEHHOM Ha pU-
CyHKe). Ha 3aHATUAX npeanaraetca ucnonb3osatb Windows (Windows 7, 10).

4 Al
- - | B ]

- 3

I U Co34aTb BUPTYaNbHYIO MaLLNHY

Ykaxwte nma v tun OC

MoXanyWcTa YKaXUTE UMA U MECTOMONOKEHME HOBOM BUPTYanbHON MaWwMHL! U BolbepuTe
THN ONEPALLIOHHON CACTEMDI, KOTOPYIO Bbil COBMPAETECH YCTAHOBUTD HAa AGHHYIO MALWNHY.
3ananHoe Bamu uMa ByaeT uenonk3oBATACA ANR UASHTUMOUKAL YA AAHHON MALIIMHRL. '

Wna: Mpynna 2. Visanos Wisan Visarnosn< |

Manka Mawnest: | C:\Users\Andrey\VirtualBox VMs v
Tun: |Microsoft Windows v | (2
[ ] ',ﬁ’
Bepots: (Windows 10 (64-bit) v)

Excneprmﬁ pemmc] uanee J[ Otmena ]
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3. Bbi6MpaeTca 06bEM onepaTMBHOM NaMsATH. PekoMeHayeTcs BbibupaTb oT 4 I'b. He peko-
MEHAYEeTCA BbIOMPaTb BeCb 06BHEM MAMSATM, MOCKO/IbKY B 3TOM C/lydae paboTa OCHOBHOM onepa-
LIMOHHOM CMCTEMBI 3HAYUTE/IbHO 3aMeaNAeTcs, HE06X0AMMO OCTaBUTb CBO6OAHOM HE Me- Hee
4 T'b onepaTMBHOM NaMATH.

[ L - [M

‘ &
I @ C0343Tb BUPTYa/IbHYIO MALLNHY

Ykaxute 00bém namatm

Yraxure obném onepatusHon nauati (RAM) BlaeneHHbIT A3HHOM BUPT YanbHON
MalWwumHe,

Pexomerayemoit 0bbéM paser 2048 M5,
 —— 409 +| M5

4MB 8192 M6

fanee OtmMeHa ‘

4, HacTpoMKa *EcTkoro aucka. [lanee HacTpauMBaeTCs BUPTYasibHbIM KECTKMM amcK. Cospa-
eTCA HOBbIM XECTKMM anck dpopmata VDI (VirtualBox Disk Image). Mpu BbiGope dopmMaTa xpa-
HEHWS BbIGUPAETCA AMHAMMYECKUI KECTKMM ANUCK, 3TO MO3BOJIMT HA HaYa/IbHOM 3Tane YMEHb-
WIMTb 3aHMMaEMbIM 06bEM Ha KomnbtoTepe. Pasmep KEcTkoro ancka — 50—60 MrabamT.

5. Mocne co3pgaHua aMCKa BUPTyasibHaA MallMHA YCNELWHO NOABUTCA B MaHENW ynpasie-
HUA.

6. HaxkaTb KypCOpOM MbILIM Ha CO3JaHHY0 BMPYTaJIbHYI0 MALUMHY M BbIOpaTb KHOMKY «Ha-
CTPOMTb>. B HOBOM OKHe BblbpaTb «CMCTEMa», BO BKJIaZKe «MpoLeccop» BblbpaTb ABa npouec-
copa, BKJIDYMTb BUPTyanu3aLmio npoueccopa (yCTaHOBUTb rasku HanpotuB «Bkaountb PAE/
NX» u ap.).

7. MNepenTn BO BKNAAKY «CETb», BKAKYUTb 2-M ajanTep (HEOOXOAMMO ANS BbINOJHEHMA
MpaKTUYECKMX paboT Npu U3yYeHUU TeMbl «JIoOKaslbHasA CceTb»):

J AnanTep 1 Anantep 2 [ Anantep 3 l Anantep 4 l

[¥] BxnounTs cevesoit anantep

Tun NoAKMAKOHEHUA: [Bup'ryanmbﬁ apanTepxocta v ]

vns: [VirtualBox Host-Only Ethernet Adapter v

CoXpaHUTb HaCTPOMKM.
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8. 3anycTuTb CO34aHHYI0 BUPTYasIbHYIO MALUMHY C MOMOLY,

CETb LEHTPOB UM®POBOIO
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I ]
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]

mf‘

b0 KHOMKM «3anyCTUTb»>.

.
¢ Oracle VM VirtualBox Mexeaxep

®anin  Mawwuna Cnpaeka

T " o

CosnaTe Hactpoutb CBpocuts) 3anycTuTb

android @ Ofiape
@ Boiknioyena Wma:  pynna 2. Msanos Msax Misanosuy
OC: Windows 10 (64-bit)
F a [=] cucrema
ﬂ’ @ BoiknioyeHa OnepaTtusHan namaTe: 4096 Mb
MopAAOK 33rpysKu: bt ancK,
. OnTUYeCKI AUCK,
sl | rpynna 2. MBaHoB W... HKEcTrmi anex
’,10 @ BoIKNIO4EHa Ycxoperwe: VT-x/AMD-V, Nested
= Paging,
MNapasupTyanM3auma
Hyper-V
@ Auncnneit
BUAEONaMATL: 128 Mb

Ipaduueckist KOKTponnep: VBoxSVGA
Cepsep yaanénHoro aucnnes: BoiknoueH
Sanuncy: Boixnrovera
HocuTenn

KonTponnep: SATA

Ayawonpaiisep: Windows DirectSound
AyauokonTtponnep: Intel HD Audio

@ Mpessbto

Fpynna 2. UBaHoB

NBaH IBaHOBWY

SATA nopr 0: Mpynna 2. Usaxoe Ueax UeaHoeuy.vdi (OBerumeni, 50,00 MB)
SATA nopT 1: [OnTuueaust npusoa] Mycro
(o Ayawo

—

9. Bbibpatb BUpTYanbHbI DVD-AMCK onepauyoHHOM CUCTEMBI.

3arpy304HbIN AUC

MNoxanyicra soibeprTe BUPTyanoHbIM ONTHUHECKMI ANTK WK

DMIMHECKII NPMBOA ONTHMHECKMX AVMCKOB, COAEP/KALL
3anycKa Balwel HoBOM BMPTYanbHOM MaWMHbL.

Wit AMCK AnR

Auck aomxeH BbiTh 3arpysouHsM 1 conepxaTe auctpubyTus
ONEPALKOHHOI CUCTEMBI, KOTOPYIO Bbl XOTUTE YCTaHOBUTL. [INCK
ByaeT aBTOMaTMHECKU U3BNEYEH NPU BHIKNOYEHUN BUPTYaNbHOM
MalmMHbl, 0AHaKO, B cnyyae HeobxoaumocTu, Bul MOXeTe caenaTtb

3TO W CaMM UCNONb3YS MEHIO YCTPOMCTBa.

[ 4. cm-x86-14.1-74-k419.is0 (HeaocTyner)

MpoaomxkuTe

B conepxkaHune
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CETb LEHTPOB UWADPOBOIO
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| lobasute | Cosaate = ObHOBUTL

A~

Vs Bupr. pasmep
4 Attached

/4. android-x86-6.0-r3.iso
4 Not Attached

. android-x86-4.4-15.iso

. android-x86-9.0-r2.iso

A cm-x86-14.1-rd.iso

A cm-x86-14.1-r4-k419.iso

»

Q9

{ BoibpaTh '[Ocrambnycrbm][ OTtMeHa ]

-~
Buibepure daiin BUPTYaNbHOTO ONTUHECKOTO AUCKA @
@L_,-)v' . « JlokansbHbii guck (D:) » temp - |47 l“ IMouck: temp
= “E— o

Ynopsagouuts ¥ Hosaa nanka g== 1l @

* Wma Aara uzmeHeHua Tun

- Bubauorexu
B Buaeo
B Joxyrente
WNzobpaxel
J’ Mysbika B

&8 sw_DVD9_Win_Pro_10_20H2 64ARM_Rus... 11.04.2021 7:48 Apxve WinRAR
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B conepxkaHune
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OBPA30OBAHWA OETEW «IT-KYB»

@ BribepuTe 3a

MoxanyicTa BbibepuTe BUPTYanbHbIN ONTUHECKMIA AMCK Unu
DU3MYECKMIT NPUBOA ONTHHECKMX ANCKOB, COAEPXKALUMIA AUCK ANA
3anycxa Baweli HOBOM BUPTYanbHOM MaLWMHbI,

Auck nomxen BuiTe 3arpy30uHbM 1 conepXaTh AucTpubyTus
OMEepaLyOHHOI CUCTEMbI, KOTOPYIO Bbl XOTUTE YCTaHOBUTL. AUCK
6yneT aBTOMaTUYECKM W3BNEYEH NPU BbIKNIOYEHMM BUPT YanbHOM
MawwHbl, 0AHAK0, B Cnyyae HeobxoammocTy, Bol MOXETE CaenaTo
3TO U1 CaMM MCNONBL3YA MeHIO VCTPOICTEa.

|sw_DvDg_win_Pro_10_20H2_64ARM_Russian_Pro_Ent EDL ¥ | [

[nponomxmb][ OTMeHa ]

Hocutens

@ @ ©

Robasute Co3znate  OBHOBUTL

Nima
4 Attached
/b, android-x86-6.0-r3.is0
4 Not Attached
/&, android-x86-4.4-15.is0
/&, android-x86-9.0-r2.iso
A cm-x86-14.1-rd.iso
- 0

SW_DVD9_Win_Pro_10_20H2 64ARM _Russian_Pro_Ent_EDU_N_MLF -;

K

Ii Boibpats rlpcrasmb l'IYCTbIM][ OtMeHa ]
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10. B nosBMBLUEMCS OKHE aBTOMATMUYECKM HAYHETCHA YCTAHOBKA OMepaLMOHHOM CUCTEMbI.
Mpy1 YCTAHOBKE CMCTEMbI BbIGBUPAETCS PYCCKMM A3bIK MHTEpdENCca U pacKNaKM KNaBmaTypbl.
Mpu BbIGOpEe KECTKOro AMCKA YKasaTb HAa UMEIOLLMMCA KECTKMM AMCK, HE HaXKMMas KHOMKK
«Co3patb» auck: A, «dopmatuposatb» U T. M.

@ oy Yeranoexa Windows =S

lae Bbl xoTUTe ycTaHoBUT Windows?

f

‘ Daiin O6uymii pas... Csobogro Tun

1 [ . Hesanaroe npoctparcigo Ha ancxel 5006 50016
i

|
44 Obrosuts /< Yaanurs o Dopmatuposars 3¢ Cozpars

€9 3arpyzure p' | Pacwmpure

_ Lenee |

Bua ana Windows

Pa6oTa cuMTaeTcs 3aBeplUEHHOM B MOMEHT Havasla KonuMpoBaHMs (aiioB onepaLmoHHOM
CUCTEMbI Ha KOMMbIOTEP.

/NS 3KOHOMMM BPEMEHM PEKOMEHYETCS CO3/AaTh rOTOBbIM 06pa3 KECTKOro AMCKa ANA NpU-
MEHEHMSA Ha CNefylolemM 3aHATUM. IT0 Heo6X0AMMO, MOCKO/bKY YYallMMCA He BCeraa yaaértcs
YCTaHOBKa OMNepaLMOoHHOM CUCTEMbI B TEYEHWE OJJHOTO YPOKa.

Tema 4. NMporpaMmMHOe obecneueHue.
OnepaumoHHas cuctema Windows

PekoMeHayeMoe KONMYeCTBO YacoB Ha AaHHY TeMy — 7 YacoB.

MnaHupyemblie pe3ynbTaThl

MpeaMeTHbIE: NOHATME NPOrPamMMHONo obecneyeHna NepCcoHaIbHOr0 KOMMbTEpa U OC-
HOBHbIX €ro rpynn; 03HaKoOMNEHME C UHTEPhENCOM No/b30BaTeNS.

MeTtanpeaMeTHble: NOHMMaHME Ha3HaYeHUA NPOrpaMMHOro obecneyeHnA nepcoHasIbHo-
ro KomnbioTepa.

JINYHOCTHbBIE: NOHNUMaHWE HEO6X0ANMMOCTHU NEPCOHA/IbHOrO KOMMbIOTEPA B KU3HW, NOHMU-
MaHMe Ha3HayYeHMA OnepaLmOHHbIX CUCTEM.

O6opyaoBaHne M MaTepuasnbl: KOMMbIOTEP, NMPe3eHTaLUOHHOEe 060pYyAOBaHME.

KpaTkoe copgepxaHue. MoHaTUe «NporpaMMHoe obecrnedyeHne». paduyeckmi MHTep-
delic nonb3oBaTeNs, OCHOBHblE 3/1EMEHTbI rpadmyeckoro uHTepdenca. BbinoiHeHWe npakTy-
4yecKoro 3aHATMA Ne 4.,

PacnonoxeHne 0CHOBHbIX (DaM/I0B ONEPALMOHHOM cUCTEMbl. CKpbITble haiibl M NanKku.
BbinonHeHWe npakTU4ecKoro 3aHATUA Ne 5.

YKECTKMM AnCK. U3HOC M NMONOMKM KECTKMX ANCKOB. OLMBKM B hannoBok cucteme. NMpuyn- Hol
nossneHuns cdannos FILEOOOO.CHK u 1. A. MNMporpaMmbl A8 NOMCKA Pas3/IMYHbIX OLIMGOK
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(noTepsiHHblE, AedEKTHbIE M KlacTepbl C NEPEKPECTHbIMU CCblIKamM). OTMYME MOJIHOM OT
CTaHAAPTHOM MPOBEPKM KECTKOrO AMCKa. JedparMeHTaums }KECTKOro AUcKa. MHCTPYMEHTI
aagMmHucTpupoBanmsa MK (amMcnetyepbl AMCKOB). BbinonHeHWe npakTUYecKoro 3aHATMA Ne 6.

MpunoxeHna 1 cnyxobl, HauMHatoWMe CBOK paboTy npu 3anycke Windows. OnucaHue
CAYXO6 AnA OoTKA4YeHMA. OnTUMM3auma paboTbl CUCTEMbl, OTK/KYEHME HEUCNOJb3yeMblX
CyX6. BbinonHeHWe npaKTMYeCKoro 3aHATUA Ne 7.

AvcneTtyep 3agay. 3anycK gucnetyepa 3agay. OnucaHme dyHKUMOHana nporpammbl. Onu-
CaHMe BCEeX BKNAAO0K aucneTyepa 3ajad. BoinosHeHWe npakTMyecKoro 3aHATMA Ne 8.

MonnMTMKa 6e30MacHOCTM. YAanEéHHOE M3MEHEHME MOAMTMKM 6e30MacHOCTU. JIoKanbHas no-
JMTHKa 6e3onacHocTU. MoAuTMKA naposiei, NosMTUKA GJIOKMPOBKM YYETHOM 3anmcu. BbinosiHe-
HUEe NPaKTHUYECKOoro 3aHATMUA Ne 9.

Peectp. CTpykTypa peectpa. Pefaktop peectpa. lapameTtpbl peecTtpa. BbinonHeHue npak-
TUYeCcKoro 3aHATUA Ne 10.

MpakTnyeckas pabora N2 4. OnpeaeneHne OCHOBHbIX
XapaKTepUCTUK KOMMNblOTEpa

Heo6xoaMMO HaxaTb NMPaBoOi KHOMKOM MbIWIM HA MEHK «MyCK», Janee BblbpaTb «CUCTEMA.
B OKHe MOXHO GYZET NpoYMTaTh XapaKTEPUCTMKM KOMMblOTepa.

XapaKTepucTkn ycTporcTea

Wma ycrpoiicrea DESKTOP-JINEQKU

Ipoueccop Intel(R) Core(TM) i5 CPU 750 @
2.67GHz 2.68 GHz

OnepaTreHas naMars 4,70 T (aoctynHo: 3,00 I'B)

JlononHuTenbHoe 3agaHue

OnpesenunTb OCHOBHbIE XapaKTEPUCTMKM MOBMIbHOTO TenedoHa (OmepaTMBHAs8 NamATb,
npoueccop, 06bEM BHYTPEHHEN NaMATH).
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MpakTnueckasa pabora N2 5. OTo6paxkeHne pacwmpenun ¢ainos

3alTi B manky c:\temp. (nNanka MOXeT 6biTb Nto6as, yuMTeNb NpesBapUTE/IbHO B Nanke
Co34aéT bal/ibl M Nanku C aTpUBYTOM «CKPbITbIM»).

1. MSEdge.Win10.VirtualBox 11.04.2021 12:07 Manka ¢ daiinamu

1 public_htmil 27.03.2021 10:56 Manka ¢ ¢painamu

| telegramman 17.04.2021 12:37 Manka ¢ daiinamu
4 | Autorun 06.05.2016 21:21 Ceegenua gna ycr... 1KB
Instruction 04.07.2019 12:07 Adobe Acrobat D... 2384 Kb
[#]] Kaspersky Internet Security 07.11.2020 13:37 Apavix 3KB
i3 MSEdge.Win10.VirtualBox 11.04.2021 11:47 Apxue ZIP - WinR... 7013 819K6
@ Multi-Drive(64-bit) 22,02.2021 15:42 Apnavix 1Kb
@ Multi-Drive 22.02.2021 16:27 Apnsix 1K6
(@ Nox(64-bit) 22.02.202115:42 Apabik 1Kb
{# Nox 22.02.2021 16:27 Apabix 1K6
(& Picasso Viewer 11.02.2021 19:14 fApnsix 1KB
@ PicassoViewer 17.08.2019 16:22 Mpunoxenue 5309 Kb
% | SUID 27.10.201910:10 Mapamerpor xord... 1Kb
] Loxyment Microsoft Office Word 28.02.2021 15:24 Aoxyment Micros... 0 KB
|| Hosbiii TexcToBbIi goKymeHT 11.04.2021 22:56 TexkcToeeit AoKyM... 1KB
Eﬁ] CkpuHworts & Angexc.Jucke 07.11.2020 13:37 Apnvix 3Kb

B BepxHeit 1eBo# YacTM OKHa HaxkaTb «®dain» 1 BbIGpaTb MYHKT MEHIO «M3MEHUTb Napame-
TPpbl MAMNoK U NoucKa».

= | [V
E:’ OTKPEITb B HOBOM OKHE 4
E 3anycrute Windows PowerShell 4

v
M3MeHUTs NapaMeTpel NaNoK U NoKMcKa

0 Cnpaeka >
X 3akpuite
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B nossuBLLEMCA OKHe BblbpaTh «Bua», yopaTtb ranky «CKpbiBaTb paclUMpeHna AN 3aperncTpu-
POBaHHbIX TMMOB (haM/I0B>, a TaKKe BbibpaTh «[oKa3blBaTb CKPbITUE (hal/ibl, MANKK U AUCKU>.

Mapamerpsbl nanok

Obwve Bua  Mowek

NpencTasnerue nanok

Bbi MoxeTe npumennTs 3T0T BUA (Hanpumep,
"Tabnmua" unm “3Hauku"') Ko BCceM nankam
TaKoro mna.

| Mpumetsms k nankam | | Cépoc euna nanok

[LononHuTensbHbIe NapaMeTpsl:

X

Mpy BBOAE TEKCTa B pexume "Cnucok”
(O AsToMa™MyeCKu BEOSNTS TEKCT B NONE NOMCKA
(® BobinenaTo DBEACHHDIA SNEMEHT B CMCKE
[ Crpuisam sawmweHHbie cHETEMHbIE ®alnb! (DeKoMeHayeT
[¥] Ckpuisats KOHPAMKTL CAMAHIA NANOK
B CKpblBaTh NYCTHIE AMCKYM
O
Cxpbitole ®aiinb! v Nanku
@ He noxasbisats ckpbitole Gains!, Nanky 1 pMckn
O Moxka3biBam ckpbiTbIE Palinb!, NANKKU 1 AMCKU

£ >

BoccTaHoBuTs 3HaueHus no YMONMUaHuio

| OK

] I Omvena ] 1 Mpumenmms '

Mocne HaCTPOMKM GYAyT BUAHbI pacluMpeHus $annos, CKpbiTble dhakibl 1 NanKku.

B conepxaHne

Data 27.10.2019 10:10 Manka ¢ paiinamu

1. MSEdge.Winl0.VirtualBox 11.04.2021 12:07 Manka ¢ paiinamu

. public_htmil 27.03,2021 10:56 Manka c paiinamu

Setup 18.08.2019 14:07 Manka ¢ paninamn

|. telegramman 17.04.2021 12:37 Manka ¢ paiinamu
& | Autorun,inf 06.05.2016 21:21 Ceeaenna Ana yCT.. 1K
(&) Instruction.pdf 04.07.2019 12:07 Adobe Acrobat D... 2384 Kb
[# Kaspersky Internet Security 07.11.2020 13:37 Apnvik 3K6
B3 MSedge.Win10.VirtualBox.zip 11.04.2021 11:47 Apxue ZIP - WinR... 7013 819K6
{@7 Multi-Drive(64-bit) 22.02.2021 15:42 fApnoik 1K6
[ Multi-Drive 22.02.2021 16:27 fApnvik 1KB
{7 Nox(64-bit) 22.02.2021 15:42 Apnsik 1KB
(® Nox 2202.2021 16:27 Apasik 1KB
(& Picasso Viewer 11.02.2021 19:14 Apnvix 1K6
@ ricassoViewer.exe 17.08.2019 16:22 Mpunoxenue 5309 K6
3 public_htmil.zip 26.03.2021 22:26 Apxue ZIP - WinR... 4535639 K6
% | SUID.ini 27.10.2019 10:10 MNapamerpel koH ... 1Kb
£9 ubuntu-20.04.2.0-desktop-amd64.iso 11.04.2021 12:56 Apxue WinRAR 2809792 Kb
£9) NoxymenT Microsoft Office Word.docx 28.02.2021 15:24 Aoxyment Micros... 0KB
_J Hoewiii Texcrossiii gokymenT.tt 11.04.2021 22:56 Texcroeniii OXyM... 1Kb
[#7 Cxpurworsi & Angexc.Aucke 07.11.2020 13:37 Apnsix 3K6
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OBPA3OBAHWSA OETEA «IT-KYB»
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CHATb ¢ hai/IoB M NANOK aTpUBYT «CKPbITbIM>». CHATb MOXHO C MOMOLLbIO KOHTEKCTHOIO
MEHI0, BblbpaB nanky (dan), aanee BbibpaTb NYHKT «CBOMCTBa», BKNaAKa «06Lme» 1
YCTaHOBWTb HEOGXOAMMbIM aTPUBYT.

©1 Ceoitcrea: Joxyment Microsoft Office Word.docx

O6uwe | Besonacroct | Moapotro | Mpeasiayune sepcym |

@0 Toxwont cosoh Ofce Word doc
Tun @aina: Dokyment Microsoft Office Word (.docx)

Npunoxenwe: v, Microsoft Office Word

Pacnonoxesme: C\Temp
Pazmep: 0 6anr
Ha mcxe: 06anr

Cospan: 28 pespans 2021r., 15:24:44

Wsmeren: 28 pespans 2021 ., 15:24:44

Omperr: 28 pespans 2021, 15:24:44

Ampubymol: [ Tonexo urerme [ | Cxpormem
[ ok | [ Omvera ] MpumeriTs

MpakTnyeckasn pa6ora N2 6. lnarHocTuka AMcKa

Heo6xoaMMo HaxaTb MpaByl0 KHOMKY MbIWKM Ha KHoMKe «[lyck», BblbpaTb «YnpaBaeHue
AMCKamu». Ha HyKHOM AMCKEe HaxaTb MpaByl KHOMKY MbIWM M BbiGpaTh «CBOMCTBA». BbiGpaTb
BKNaAKy «CepBMC» U HaXaTb KHOMKY «[1poBepUTb»>.

B conepxkaHune

BesonacHocT Mpeasiaywwe sepcun Ksota
Obwwe Cepsnc OBopyaosanue Doctyn
Mposepka Ha Hanuumre ownboK

Mposepka amcka Ha Hanuume ownboK Painoson
w  CvCTEMSI.

| & Mposepyms

25
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MpakTnyeckas pabora N2 7. OTkaoueHue cnyx6

B noucke pagom ¢ MeHK «Iyck» BBeCTU CNoBO «CNyK6bl» U KAMKHYTb HA MKOHKY «Cayx-
6bl». HalTM B CIMCKE HYKHYIO CNYKOY (Cny»K6a JAaTYMKOB), KIMKHYTb MO HA3BAHUIO CYXK6bl
/iBa pa3a. B okHe «CBoMcTBa» BbIGPAHHOM CNy»K6bl BbIGpaTh TUM 3anycKa «OTKAYeHa», Co-
cToaHue «OCTaHOBUTb>.

Ceoiicrea: Cnyx6a patuukos (flokansHblii komneioTep) X

Obwve  Bxons cuctemy BoccraHosnenme  3asucumoc
Wma cnyx6mi: SensorService
Orobpaxaemoe  CnyxGa natumkos
umAa;
Ormcatue: FnymGa CEHCOPOB YNPaBNAET PaSAMYHbLIMM N
PyHKWAAMI CEHCOpoB. YnpasnaeT MpocTon

ppmemauneﬁ ycipoitctea (SDO) u XKypran
CEHCOPOB. 3arpyXaeT NPOCTON AATMK v

VicnonHaembin daiin:
C:\Windows\system32\svchost.exe k LocalSystemNetwork Restricted p

Tun SanycKa: Omxnovena v
CocrosHue: OcTaHosnexa
3anycum Ocranosums MpuocTaHoBUTS Mpononxuts

Bbi MoXeTE yKa3aTh NapaMeTpsl 3aNyCKa, NPUMEHREMBIE NPY 33NYCKe
cnyX6bl U3 2TOro AMANOroBoOro OKHa.

MNapameTpu! 3anycka:

OK Omena | | Mpumenuts

OcTaHoBMTb CNyX6bl: «O6HapyKeHue SSDP», «YaanéHHbIM peecTp».

OTK/OYMTb aBTO3aNYCK NMPUIOKEHUN.

B noucke psagom ¢ MeHo «[lycK» BBECTM C/I0BO «[PUNOKEHMA MO YMOAYAHMIO», 3aTEM
CrpaBa BHM3Y HaxaTb Ha TEKCT «ABTo3arpyska». OTKIOYMTb HEMCMO/Ib3yemble NPUNONKEHUS.

MpakTnyeckas pabora N2 8. iucneruep 3apav

3apaHue Ne 1

3anycTuTb AMcneTyep 3aAay C NOMOLLb0 OAHOBPEMEHHOr0 HaxkaTua Knasumw: Ctrl + Alt +
Delete naun Ctrl + Shift + Esc.

MepenTi Bo BKNAAKy «Mpouecchbl», HaxaTb NpaBoM KHOMKOM MbIWM Ha «JucneTyep oyepe-
AM nevyaTu» 1 BblopaTb «CHATb 3agavy».

> = [lucneryep oueneau nevatu

Pazsepn
3anycruTe A

CHartb 33834y

Mocne BbINONHEHUSA [aHHbIX AEMCTBMI «/lMcneTdyep odepean nevatu» GyAeT 3aKpbiT.

3agaHue Ne 2

HeobxoauMo cHATb mpouecc «[poBOAHMK~». [ocie CHATMA AaHHOM 3aZayM MCYE3HET pabo-
umn cton. [Ans ero BOCCTAHOBNEHMSA HEOOXOAMMO B BEPXHEM MEHI0 HaxaTtb «Pann», nanee
«3anycTuTb HOBYIO 3aa4y> M BBECTU C1I0BO «EXplorer» 1 HaxkaTtb KHOMKY «OK». Pa6ouni cton
CHOBa 0TOGpa3nTCA.
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3afaHue Ne 3
Bo BKknaake «[loapo6HOCTM» OTCOPTUPOBATL NPUIOKEHUS MO KOJIMYECTBY 3aHUMAEMOM one-
PaTMBHOM NamATH (HaxaB Ha C10BO «MaMsATb...»). HaxaTb NpaBoM KHOMKOM Ha Ha3BaHWe HaM/eH-
HOMO MPU/IOXKEHMA U B HUCMAAAKOLLEM MEHIO BbIOpaTb «[MoUCK B MHTepHeTe». (MpeanoXuTb yye-
HWMKaM OTBETUTb Ha BOMPOC: «3a KaKoM (PYHKLMOHA/N OTBEYAET JAHHOE NPUJIOKEHNE B CUCTEME?>)
JlaHHbIM NPUEM NO3BONSET BLICTPO Y3HATb, KAKOe NPUJIOKEHME 3aHUMAET JOCTaTOYHO
60/1bLLIOE KOIMYECTBO PECYPCOB, M NMPU HEOBXOAMMOCTH €ro YAAaNUTb M3 ONepaTUBHOM NaMATH
(He HYXHO CHMMaTb 3aJayy, He y6eauBLIMCb, YTO OHA HE ABNAETCS KPUTMYECKM BaXKHOM AN
6ecnepe6omHoi paboTbl OnepaLMoOHHOM CUCTEMDI).

MpakTnyeckasn pabora N2 9. Monutuka 6es3onacHOCTH

Heo6xoa1M0 3anycTUTb HACTPOMKY «JloKasibHasi NOMTMKA 6e30nacHoCTM». BBecTn B no-
ncke (pAgom ¢ MeHt «[lyck») dpasy «J/lokanbHas NOAMTUKA 6€30NacHOCTU» M HaxaTb Ha
MKOHKY. 3anyCTUTb MOXHO C MOMOLLbI KOMaHAbl «BbinoNHMTL», BBEAA KOMaHAy «secpol.msc»
U HaxaB «OK».

lMNepes U3MEHEHWEM MOAMUTMKM HYXKHO 3anucaTtb NpeapiaylimMe 3HayeHua K cebe B TeTpaab. B

OKHe «JloKanbHas NoIMTMKa 6€30NacHOCTU> OTKPbITb NanKy «[MOAUTUKM YYETHBIX 3anu-
cel» M BbIbpaTb NYHKT «[T0MTHKA Naponen».

ia Mapamerpobl BesonacHocTu
v |4 MoauTuku yueTHbIx 3anucei
4 Monutuka naponeii
> (& Monutuka 6AOKMPOBKY YHETHON 2

BHECTM M3MEHEHMA B Clejyrowme HaCTPOMKK:

« MaKcuMManbHbIM CPOK AeMcTBMA napons: 60 aHEN.

* MuHMManbHasd AsvHa napons: 4.

+ Maponb fonxeH oTBevaTb TPEOOBAHMAM K CAOXHOCTM: BKAOYEH.

MpounTath onncaHue napameTpa BO BK1agKe napameTpa «O6bacHeHWe». PekomeHayeTca
BCErza BKJ/I0YATb B OPraHM3aumsax AaHHbIM NapameTp, 3TO NO3BOJIUT CHMU3NTb KOJIMYECTBO He-
CaHKLMOHUPOBAHHOI0 JOCTyna K harnam nosib3oBatens.

+ B okHe <«JlokanbHadA nonamMTuKa 6e30MacHOCTM>» OTKPbITb Nanky <«MOUTUKKM YUETHbBIX
3anMcen» 1 BblbpaTb NYHKT «MoMTMKA 6I0KMPOBKM YYETHBIX 3anucem». JaHHble Nosm-
TUKM NO3BONAIOT NOBLICUTb 6€30MacHOCTb NO/Ib30BaTeNA.

+ BpeMa fo cbpoca CYETYMKOB GJIOKMPOBKM: 2 (MUHYTbI). ITOT NnapameTp 6€30MacHOCTH
onpeaenseT KOJMYECTBO MUHYT, KOTOPbIE JOJIKHbI MPOMTU MOC/IE HEYAAYHOM MOMbITKK
BXOJa B CMCTeMy JI0 TOr0, KaK CYETUMK HeyJauHbIX MOMbITOK BxoAa 6yaeT copoweH o 0.

+ oporoBoe 3HayeHMe 610KUPOBKMK: 3. lMocne TPEX NOMNbITOK YY4ETHaA 3anucb byayT 3a-
6/710KMpOBaHa Ha 2 MUHYTbI (HACTPOMKa BbILE).

+ TpoAOIKUTENBHOCTL GIOKUPOBKM YYETHOM 3anmMcu: 3 (MMHYTbI). ITOT napameTp 6e30-
MacHOCTM onpejenseT KONMYECTBO MUHYT, B TeYeHMe KOTOPbIX YY4ETHaA 3anmcb OCTaérca
3a6/10KMPOBAHHOM A0 €€ aBTOMATUYECKOW Pa36/I0KMPOBKM.

BoccTaHOBUTL paHee yCTaHOB/IEHHbIE MOJIUTUKM.

Mpy 610KMPOBKE YYETHOM 3aMMCK MOJIb30BaTE b C NMpaBaMM aMMHMUCTPATOpPa MOXKET
pa36710KMpoBaTb YYETHYIO 3aNMCb C MOMOLLBIO YTUAUTbI «JlIOKasbHble Noab30BaTEM U
rpynnbl» (BblopaTb KOMaHAy «BbinoAHWMTL> M BBECTM lusrmgr.msc; ABa pasa K/IMKHYTb
Ha HYXHYI0 YYETHYIO 3aMMCb U CHATb (PNAXKOK «3a6/I0KMPOBATb YHETHYHO 3anucb>).
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MpakTnueckas pa6ora N2 10. PepakTop peecrtpa

Ha KHonke «[lycK» HayaTb MpaBYl KHOMKY MbILWK M BblOpaTb NYHKT MEHI0 «BbIMONHUTL>.
BBecTn KomaHay «regedit> 1 HaxaTb «OK».

BHumaHue!

[laHHOe 3a/laHMe PEKOMEHAYETCA AenaTb TOMbKO Ha BMPTYas/lbHOM MallMHE, U3MEHEHMe
(yAaneHue) napaMeTpoB peecTpa MOXKET NPUBECTM K CH0AM B paboTe onepaLmoHHOM
CUCTEMBI.

1-e 3ajjaHue. U3MEeHWTb mapameTpbl aBTO3arpysku NPUIOKEHUM Yepes peecTp.

MpoMTH Mo creayoLeMy NyTH:

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run (gna Te-
Kyliero nonb3oBatenif) U yaanuTb 3anyck npuaoxeHua «Onedrive». lMocne yaaneHua Ha-
CTPOMKM NPUNONKEHUE HE BYAET 3arpyKaTbCs NPy 3amnycKe CUCTEMbI.

®Qaiin Mpaeka Bup WsbpanHoe Cnpaska
Komnstorep\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

RADAR A Nma Tun 3HaueHue
2”"0 ,-3‘_5] (Mo ymonyauuwo) REG_SZ (3HaueHne He NPUCBOEHO)
S“" fes ab|Firefox Browser  REG_SZ Ci\Firefox\X-Firefox.exe
creensavers [ a2 >
s 5 OneDrive | REG SZ "C:\Users\andre\AppData\Local\Microsoft\OneDri..
SearchSettings a—
Security and Maintenance M3MeHnTe AEOMYHDBIE A3HHBIE...
SettingSync YaAmTE

MporpamMbl, KOTOpblE 3arpy:KatoTcs A8 BCEX NMO/b30BaTE/IEN, YKa3aHbl N0 CAEAYOWEMY
nytv: HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run

2-e 3ajlaHne. BKAuUTb CeKyHAbl Ha Yacax «[laHenu 3agay».

MponTH no nyTu: HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\
CurrentVersion\Explorer\Advanced.

HaxaTb npaBoi KHOMKOM MbILLK MO BKNajaKe Advanced, Bbi6paTb «Co3aatb», Aanee «Mapa-
meTp DWORD (32 6uta)>. MepermeHoBaTb Co34aHHbIM NapameTp B ShowSecondsinSystemClock
1 U3MEHWUTb ero napameTp (BeecTu 3HayeHne 00000001).

Mocne nepesarpy3ku y 4acoB MOABAATLCA CEKYHAb:

21:34:46
25.04,2021

71 4y PYC

Tema 5. OnepaumoHHas cucreMa. YYETHas 3anucb nosibsoBaTens

PekoMeHAyeMoe KOIMYEeCTBO YacoB Ha AaHHy TeMy — 1 vac.

NMnaHupyemblie pe3ynbTaTtbi

MpeaMeTHbIE: NOHATHE «MPOrPaMMHOE 0GecreyeHne NepCcoHaIbHOTrO KoMMbloTepa» M OC-
HOBHbIX €ro rpynmn; 03HAKOMJ/IEHWUE C MOHATUEM «YYETHASA 3anMCb Mo/Ib30BaTENS>.

MeTanpeaMeTHbIE: NOHMMAHUE Ha3HAYEHWS NPOrPaMMHOT0 06EeCNeYeHns NepcoHasIbHo-
ro KomnbtoTepa.

JINYHOCTHbBIE: NOHMMaHME HEO6X0AMMOCTM NEePCOHA/IbHOr0 KOMMbIOTEPA B KM3HM, NOHU-
MaHKe Ha3Ha4YeHMs onepaumMOHHbIX CUCTEM.

O6opyaoBaHMe U MaTepuabl: KOMMbLOTEP, Npe3eHTaLMoHHOe 060pyA0BaHME.

B coaepkanue 28




CMCTEMHOE AAMMWHUCTPUPOBAHME

CETb LEHTPOB LUM®POBOTO
OBPA30OBAHMSA AETEM «IT-KYE»

i

2

8 % 8

o

) -
(

Kpatkoe coaepxaHue. Onpeaenenus «3awmta MHPopmaumm», «uHbOpMaLMOHHaA 6e30-
MacHOCTb». MeToAbl A0CTYNa K 3alMLIAEMOM MHGDOPMaLUMK (Naposb, ros0c, Mo OTNEeYaTKy nab-
ua v T. n.). Y4étHas 3anmcb No3BONSET 3alMTUTb NEPCOHabHble AaHHble OT APYrMX Mo/b30Ba-
Tenen KoMnbloTepa. BbinosHeHWe npakTMyecKom paboTbl Ne 11,

MpakTnyeckas pa6ora N2 11. Co3gaHue y4ETHOM 3anncH

TeopeTnyecKkas YacTb. B 11060/ COBPEMEHHOM ONEPALMOHHOM CUCTEME BO3MOXKHO CO3/a-
HUE YYETHbIX 3anucen. B onepauMoOHHOM CMCTEME BO3MOXKHO CO3/aBaTbh YYETHbIE 3aMUCK C
Pa3/IMYHbIMM NpaBamu JocTyna. Mo YMOMYaHWI0 €CTb TPU TMMA YYETHBIX 3anMCen: afMMHMCTpa-
TMBHas, 06bl4Has, rocteBas. PekomeHayeTcs paboTath NoJ 06bIYHOM YYETHOM 3aMUCbIO, AaH-
HOe orpaHMyYyeHue No3BOJIMT Bam U36eXKaTb pas3/IMyHbIX XaKepPCKMX aTaKk Ha Ball KOMMboTep,
C/Ty4aMHOro YAaNeHMs BaXKHbIX CUCTEMHbIX (Dal/IoB M MO3BOJIUT 3aLUMTUTb JIMUHYIO MH(OPMa-
M0 OT APYrMX MoNb30BaTENEN KOMMbloTepa. Mo yYETHOM 3anMCblo C NpaBamM aMMHUCTpa-
TOpa peKoMeHayeTca paboTaTb TO/IbKO NPU YCTaHOBKE NMPOrpamMMHOro obecneyeHus.

MpaKTMyecKkas YyacTb. AN co34aHMA YYETHOM 3anMCcK HEO6XOAMMO OTKPbITb BKIAAKY «[la-
pameTpbl», 3aTem BblopaTb «Y4éTHble 3anucu». Co3haéTtca NoKanbHaa y4éTHaa 3anucb 6e3 uc-
N0Nb30BaHMUA YYETHBIX AaHHbIX B ceTU MHTepHeT cepsBumcoB Microsoft.

(@ TnaeHas

Cembs U Apyrve noab30Bate/in

I Haitn napamerp

2 l Apyrve nonszoBartenu

YuetHsle 3anucu

Q\ BapuanTe! exoaa

wnu yueénoro 3aBefeHun

AOC!'yl'I K yHeTHOﬁ 3anuUcy MecTa paéOTbl + AoGaeuTe NONL30BATENA ANA ITOTO KOMNLHOTEPa

Pazpelwurte noNb20BATENAM, HE BKAIOUSHHBLIM B CeMbIO,
BXOAUTL B CUCTEMY € NOMOLLBIO UX YUETHBIX 3anucei. 310
He OyaeT 02HauaT NX A00ABNEHVE B CEMbIO,

R, | Cemba n APYIve NosibzoBaTenv \

HactpouTb KnMock

HaxaTb Ha CCbINIKY «Y MeHSA HeT JaHHbIX ANA BXoAa...»

bfiE‘KT_OOHI—‘.’.ﬂ no4Ta U TEACQOH

Y MEHA HeT A3HHbLIX ANA BXOA3 3TOTO Yenoeexa.

Mpu NosBNEHUM OKHA CO3JaHMA YYETHOM 3anMcK HEO6XOAMMO BbibpaTh «/06aBUTb MOJIb-
30BaTena 6e3 y4ETHoM 3anucu Microsoft».

B coaepkanue
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proverka@example.com

Wcnonszoeare Homep Tenedona

MoayunTsL HOBLIV aAPEC INEKTPOHHOM NOYTHI

| loGaeuTe NonLa0BaTens 6e2 yIeTHOM 23nucy
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Mocne Heo6XOAMMO BBECTM AaHHble MOJ/Ib30BaTENS.

Co3aatb nonb3oBartens AN 31oro KOMMbHOTEPA

Ec/v Bbi XOTUTE MCMONL30BaTL NAaPOAb - BbIBEPUTE UTO-TO, UTO BaM 3aMOMHUTCA JIETKO, 3
ADPYTUM BYAET CAOXKHO Yrajath.

Kro Gyaer ncnonbsoBatb AaHHbIVM KOMMbloTEP?

I WeaHos WeaH MeaHosuyY I

O6ecneybre 6e30NacHOCTb.

I
| ...l ° |

Mocne 3Toro BbIATU M3 CUCTEMBI M 3aMTM MO HOBbIM MO/b30BaTeNEM. Mo YMOMYAHMIO MOJb-
30BaTe/b CO3AETCA C 06bIYHBIMU (HE aAMMHMUCTPATUBHBIMM) NPaBaMM.

[AononHuTenbHble 3aAaHnA

1. Co3aaHHOM Y4YETHOM 3anMMCK YCTaHOBMTb MpaBa aAMMHMCTPATOpa.
2. U3MeHWTb Naposib AN BXOZA CO3JAHHOM YYETHOM 3amucu.

Tema 6. Tunbl nporpaMMHoro obecneuenus. [lpaiBepa

PekomMeHAyeMoe KO/IMYEeCTBO YacCoB Ha AaHHy TeMy — 1 vac.

NMnaHupyeMble pe3ynbTaThbl

MpeaMeTHbIE: NOHATHE «MPOrPaMMHOE 0GecneyeHre NepCcoHabHOTO KoMMbloTepa» M OC-
HOBHbIX €ro rpynn; 03HaKOMJIEHWE C MOHATUEM «JpaiBep».

MeTanpeaMeTHbIE: NOHMMaHUE Ha3HAYEHWS NPOrPaMMHOTO 06EeCNeYeHNs NepCcoHasIbHO-
ro KomnbtoTepa.

JINYHOCTHbBIE: NOHMMAaHME HEO6XOAMMOCTM NEePCOHA/IbHOr0 KOMMbIOTEPA B KM3HM, NOHU-
MaHMe Ha3HaYeHMA onepaLmoHHbIX CUCTEM.

O6opyaoBaHMe M MaTepuarbl: KOMMbIOTEP, MPe3eHTaLUMOHHOE 060pYZAOoBaHME.

KpaTtkoe coaepyaHue. OnpeaeneHue «apanBep». BapmaHTbl yCTaHOBKM ApaiBEpOB: aB-
TOMaTMYeCcKas HaCTpoMKa (C MOMOLLbIO OMEPALMOHHOM CUCTEMbI, C MOMOLLbIO CNeLmabHbIX
NpOrpamMm, py4Has yCTaHOBKa ApaiBepOB (CKauMBaHWe yepes caiT)). HeaocTaTok CTaHAapTHbIX
(YHMBepCanbHbIX) AparBepoB. PekomeHzaumm No nocaesoBaTeIbHOCTU YCTAHOBKM ipaiBEpOB
(YMnceT u apyrue KOMNOHEHTbI MaTepuHcKoW nnatbl (USB, Ethernet u ap.), ayaroKoHTposanep,
BMJEOKOHTPOJI/IEP, BHELLHME YCTPOMCTBA). BbinosHEHME NpaKkTUYecKoM paboTbl Ne 12,

NMpakTnueckas pa6ora N212. YcraHoBka gpanBepa

Yyvalpecs 3anycKalT BUPTYasibHYH0 MaLUMHY C YCTAHOBJIEHHOM OMEPaLMOHHON CUCTEMOM.
[ANA YCKOpEHMs BbINOMHEHMA MPAKTMYECKOW PaboTbl PEKOMEHAYETCA 3arpy3uTb BCE MPOrpamM-
Hoe 06ecrneyYeHne Ha SI0KasIbHbIM CepBEP, MM Ha KOMMbIOTEPbI 06YYAIOWMXCA, MU HA BUPTY-
aNlbHYI0 MaLLMHY.

PaccmoTpeThb AiBa cnoco6a yCTaHOBKM NPOrpaMMHOro 06ecneyeHus.

MepBbi cnocob. C nomolpbto «AucneTyepa yCTPOMCTB».

Mpu ycTaHOBKe ApaiBepoB C NOMOLLbIO «ucrneTyepa yCTPOUCTB» onepaLMoHHas cucTemMa
aBTOMATMYECKM NPOM3BOAMT MOUCK M YCTAHOBKY JIpaiBepOB.
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HeobxoanMo 3aMTH B AMCNETYEP YCTPOMCTB C NOMOLLbI0 MeEHK «[lyck». HaxaTb npaBow

Mpunoxenua u BOIMOXHOCTH

Ynpasnenne anexrponniannem

Ipocmorp cobbmui
Cucrema

Ancneryep yCTpoicTe
Ceressie NOAKNIOM IeHHA

Ynpasnenne gnekamn

Ynpasnenue xomnsiotepom

Windows PowerShell

Windows PowerShell (agmunucrparop)

Ancneruep 33434
Mapamerpbt
Mposogmux
Haittn

Brnonwums

3ascpwenne paboTol nan BLIXOA M3 CHCTEMDBI

Pabouni cron

KHOMKOM MbILK Ha «IycK» U BbIGpaTh «/lMcneTyep yCTPOMCTB».

HaxkaTb nMpaBOM KHOMKOM MbILM MO HEO6XOAUMOMY YCTPOMCTBY M BblGpaTb NYHKT «O6HO-

BUTb i panBep».

;.‘.; Aucneruep ycrpoiicte
®aiin  [fevicrene Bua Cnpaska

& BB HEHE B EXE

v M DESKTOP-JINEQKU
s DVD-auckoBoab! 1 AUCKOBOAL! KOMNAKT-AUCKOE
> | Ayawoexoas! 1 ayauoesixoae!
> P barapen
> 8 Buacoaganrepur
3 Aarumkn
- Auckosbie ycrpoiicrea
i 3oyxoouie, Mrposuie M BUACOYCTPONCTEd
» &2 Knaemnarypot
» B Komnororep
» == Kontponnepu IDE ATA/ATAPI
§ Konrponnepwi USB
» S Kontponnepbl 3anomMUHAIOLLMX YCTPONCTS
3 Monuropoi
@ Meiwn n nnbie yrassisatowme ycrpoiicrea
> 0 Ouepean nevatm
> §@ Moprer (COM u LPT)
B Nporpammnbie ycrpoiicrea
> 1 Npoueccopsr
» [ Ceresbie apantepbi
> @ Cucremnbie ycrpoiicrsa

’) NN

> {4 Yorpoiicrea HID (Human Interface Devices)
v B Ycrpoiictea namatu

Wi! Moayns na =
O6rosuTb apaiisep
Orkntouute ycrponcreo
Mposepka Ha nanuune usn Ypanure ycrpoiicteo

O6HoBuTL KOHPUTYpaLymIo 060pyACEaHNA

Ceovicisa

B coaepkanue

31



CETb LEHTPOB UM®POBOIO

CMCTEMHOE AAMMWHUCTPUPOBAHME OBPA3OBAHNS ETEM «IT-KYE»

7]
¢

7

i} G
]

B O6woeurs apaiisepti — Mogynb namam

Kax ool XOTMTE NPOBECTH NOVCK APanisepos?

—> AsTOMaTuuecKuii NOUCK Apaiieepos

V/indowis BSNOANIT NOMCK ONTHMEASHOTO ADSFIZEPa M2 XOMNIOTEPE I YCTZHOBMT €70 M2 Y CTPOVICTED.

—> Hawiti apaiisepsl Ha 3TOM KOMNbOTEpe
Mownck n ycramonxa apaiisepa spysmyro.

Btopo# cnoco6. YcTtaHOBKa C MOMOLLbIO CeumanbHOM MPOrpamMmbl.

B HacToswee BpemA nonynspHbIMU NpUAOKeHUAMKU aBnAaTca «DriverPack Solution» n
«DevID».

Ckavatb nporpammy ycTaHoBkM «DriverPack Solution» ¢ caiTta M NpoBECTM YCTaHOBKY
ZpaMBepOB. BblibpaTb pexxMM 3KcnepTa.

%) DriverPack

MNMpepnarato o6HOBUTL
BCe gpauBepbl U
YCKOPUTb KOMNbIOTEP

fl — ronocosoi nomowkHuk DriverPack!

BMecTe Mbl HACTPOUM BaLL KOMNLIOTEP, UTOGHI
Bce GbICTPO 1 Xopowo pabortano

Pexousnayerca
Ox, HauaTh ycTaHOBKY
(

Heor, anfpars uro-ro oweo

©

BbibpaTb HEO6XOAMMbIE ApaMBepa M HaxaTb KHOMKY «YCTaHOBWTb BCE>.

BHumaHue!

Mpu yCTaHOBKe ApanBepoB HEO6XOAMMO CHATb rajiku 3anpeTa Ha YCTaHOBKY CTOPOHHE-
ro NporpaMMHoOro o6ecrneyeH1s (oHo 6e30MacHoO A8 UCMO/Ib30BaHUS).
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Opaiisepbl ANa AaHHOro KoMnbloTepa

@ YCTaHOBUTL BCE (2]

OGHoBnexus apasepos

Kottponnep Generic

Massstorage %65?3232':

Mouutop Generic Driver O6roznenue

v 6106233224 o

OpaiisepHbie yTunutsl

@ Ycrakoeuts BCe (2

[JononHutenbHoe 3apaHue.

Tpetuit cnocob. YcTaHOBKa ApalMBepOB NPOM3BOAMTENS 060pPYA0BaHUA. JaHHbIM Cro-
€06 YacCTo NpeAnoYTUTE/IbHEE NPH NEPBOM HACTPOMKE KOMMbIOTEPA, TaK KaK MO3BOJIUT
rapaHTMPOBAHHO YCTAHOBUTb BECb MEpPeYeHb HEOBXOAMMBIX JApalBEpoB M M36exaTb Cu-
CTEMHbIX OLUMOOK.

YCTaHOBWTb KOMMNJIEKT APaMBEPOB OT BUPTYa/lbHOM MALLUMHbI HA BUPTYa/IbHbIM KOMMbIOTEP.

Tema 7. MNporpaMmMHoe obecneueHue.
CucteMHOe nporpaMMHoe obecneueHue

PekoMeHayeMoe KONMYeCTBO YacoB Ha JaHHY TeMy — 6 YacoB.

MnaHupyemble pe3ynbTaThbl

MpeaMeTHbIE: NOHATME NPOrPamMMHONo obecneyeHna NepCcoHaIbHOr0 KOMMbOTepa U OC-
HOBHbIX €ro rpynn; 03HaKOM/IEHWE C NOHATUEM «JpaMBEpP>.

MeTanpeaMeTHbIE: NOHMMAHWE CUCTEMHOrO NMPOrPaMMHOr0 0becneyeHns nepcoHanbHO-
ro KomnbioTepa.

JINYHOCTHbBIE: NOHNUMaHWE HEO6X0ANUMOCTHU NEPCOHA/IbHOrO KOMMbIOTEPA B KU3HW, NOHMU-
MaHWe 3HaYMMOCTM CNEeAYIOLMX NPOrpamMM: apxX1BaTop, aHTUBMPYC, harlepBoI.

O6opyaoBaHne M MaTepuasnbl: KOMMbIOTEP, NMPe3eHTaLMOHHOEe 060pYyAOBaHUE.

KpaTkoe copaepxaHue. [porpammHoe obecneverme. Knaccudukauma nporpaMMHOro
obecrneyeHuna: CMCTEMHOE MpOrpaMmMHoe obecneyeHue, MpUKAaAHOE MNporpaMmHoe obecneye-
HME, CMCTeMbl MPOrpammMmMpoBaHmA. JIMLeH3MpoBaHMe NporpaMMHoro obecneyeHmsa. Cuctem-
Hoe nporpammHoe obecneyeHne. Onpegenexue. lNpMmepbl NPOrpamMHOro obecneyeHus (ap-
XMBATOPbl, aHTUBMPYCbI, (haioBble MEHEAKEPDI, KOAEKU U Ap.).

ApxuBupoBaHue daiioB. OnpeaeneHue «Cxkatue JaHHbIX». CKaTue C NoTepsMM, cxaTue
6e3 notepb. Ckatne cnocobom KoamposaHusa cepui (RLE). Mporpammbl aAns cxkatusa danios
6e3 notepb («Winrar», «7-zip» 1 ap.). BoinonHeHWe npakTMYecKom paboTbl Ne 13.
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MoHATHE «KoAeK>. MPUHUMN paboTbl KogeKa. NpUMepbl CPaBHEHMM HECKOIbKMX KOJEKOB.
BbinosiHeHMe npakTHYeckon paboTbl Ne 14,

MoHATMe «BMpyC». [MocnefcTsusa Bupyca AN Komnbtotepa. Knaccmudukauma supycos. Cno-
COoObl pacnpocTpaHeHusa. MeToapl 60pbbbl C BUPYCaMM (YY4ETHasA 3anmcb No/b30BaTeNA C 00bIY-
HbIMW MpaBamM, aHTMBMPYC). HasHayeHne aHTMBMpYca. O630p aHTMBMPYCOB. BbinonHeHue
NpakTMYecKom paboTbl Ne 15.

bpanamayap. lMpuHuMn paboTbl GpaHAMayapa (nMpaBuna BxoAAwero Tpaduka, npasmna Mc-
xoaAwero TpadmKa, npaBnaa 6e30nacHOCTU COeANHEHNSA).

BbinosHeHMe npakTMYecKon paboTbl Ne 16.

Pe3epBHoe KonupoBaHue. Ha3HayeHne pesepBHOro KonvposaHuaA. O630p nporpamm ans
pe3epBHOr0 KOMMPOBaHMA. PyyHoe M aBTOMaTMYeCKoe KOMMpOBaHWE AaHHbIX. TuMbl pe3epBHO-
ro KonupoBaHua (nonHoe, auddepeHumanbHoe, MHKPEMEHTHOE). MecTo XpaHeHMA pe3epBHbIX
Konuin (pu3nyeckmit HocuTenb, 061ayHoe XpaHuaumue). MNporpaMmbl ANS pe3epBUPOBaHMS
onepaLmoHHOM CUCTEMBI.

Mpumepbl nporpamm: Cobian Backup, COMODO Backup, HDClone Free Edition, Paragon
Backup & Recovery, Clonezilla, amck o: (ot mail.ru), AHAEKC.AUCK. BbINOJHEHKWE NPAKTUYECKOM
pa6oTbl Ne 17.

BoccTtaHoBneHHWe yaanéHHbIX dainos. MpuHUMN «yaaneHus» daina ¢ KECTKOro AMcKa.
BoccTaHoBNeHHWe haIOB C MOMOLLbIO CreLanbHbIX NPOrpaMMm. BbiMonHEHKWE NpaKTUYECKOM
pa6oTbl Ne 18.

MpakTnyeckasn pabora N2 13. PaboTta c apxusaTtopom

Co3paHue apxuBa CpeAcTBaMM OMEpaLMOHHOM CHUCTEMbI.

Mo yMonyaHuio B cucteMy Windows BCTpoeH apxuBaTtop dopMarta zip. Ans cxatms danina
HEO06X0AMMO HaXKaTb NPABOM KHOMKOM MbILM HA HEO6XOAMMOM hakie (nanke) 1, Haxas «OT-
npaBuTb>, BbIOPaTb M3 3/IEMEHTOB NOABMBLLEr0CA MeHIo «CxkaTas zip-nanka».

OtkpeiTh
MNevats
Wzmenuts

lMposepka c ucnonssosanuem Microsoft Defender...

Otnpaeute

OTkpbITh € NOMOLLBIO

Mpegocraents gocTyn k
BOCCTaHOBTE NPEXKHIOIO BEPCHMIO

Ornpasurs ' Aapecar

Beipesate [5] Boxymerter
2 Monyyarens dakca

Konuposars

[ PaGouwii cron (cozaate apabik)
Co3pate apabik .
¢ Cxaran ZIP-nanka
Yaanure

€) Ycrpoiicreo Bluetooth
Mepeumenosars -

CeoiicTea

B manke (B npumepe Ha paboyem CTO/IE) MOSBUTCA apxuB test.zip. ﬁ

testizip
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Ansa usBneyennsa damnoB HEO6XOAMMO HaXKaTb NPABOM KHOMKOM MbIlUM Ha HEO6XOAMMOM
darne (nanke) v BbIGpaThb «M3BsIEYb BCE...».

MporpaMMmbl CTOPOHHKX Npon3BoanTenen. OfHa M3 caMbix NONYASPHbIX 6ECNAATHbIX NPO-
rpamMMm no paboTe C apxmBaMM «7-Zip».

YcTaHOBKa Nporpammbl MpoxXoAuT B ABa wara: 1. BoiopaTb MECTO YCTAHOBKM (BblOMpaTb He
0653aTeNbHO) M HaxaTb KHOMKY «Install», no 3aBepleHWM YCTAaHOBKM HaxaTb KHOMKY «Close».

7-Zip 19.00 Setup X 7-Zip 19.00 Setup X
Destination folder: Destination folder:
l IC:-Progran1 Files\7-Zip\ I

7-Zip 19.00is installed

2. PekomeHayeTCs NPOM3BECTM HACTPOMKY Nporpammbl. OTKPbITb MPOrpamMy Yepes MEeHHO
«lyck» (Ha3BaHMe nporpamMmbl «7-zip file manager»). 3anuT1 B MeHto «Cepsuc», aanee «Ha-

CTPOMKM>.

@3 7-zip
O®aiin MMpaexa Bua Wsbpannoe Cepenc Cnpaeka

% - < Hacpoiiky...

fobaene Vsenews  Tectnp Tectuposane f
I

[anee oTKpbITb BKNAZKY «CMCTEMA» U HaXaTb KHOMKY «+», MOC/e HAXXaTUA KHOMKM Hanpo- TMB
Kaxkgoro caina nosBMTbCA HAZAMUCb «7-zip», HaxaTb KHOMKY «[puMeHUTb». Tenepb Bce
apXxuBbl 6YyT OTKPbIBATbCA NPOrPaMMOM «7-Zip».

Hactporiku ? X
Cucrema 7.2p Manku Pepaktop Hactpoiiku  Assik

Accoummposats 7-Zip ¢ dainamu:

2

Tun andre Bce nonsb3osatenn N
@7 7-Zp
@zip 7-Zp CompressedFolder
(Brar 7-Zip
O B UV N S e P W S e VIV s e
._-,;.J,)\ N X X .4"., P 2 1Y 3Ny NIRTNRY
@lgz 7-Zip 7-Zip
(Ehpz 7-Zp v
) - -
OK Omvena Mpymverms Cnpaska

Co3gaHue M pacnakoBKa apxvBa NPOM3BOAMTCA aHANOMMYHO, Kak Npu MCMOJb30BaHWM
BCTPOEHHOMO NPUOKEHMA. ANs cxKaTus daina Heo6X0AMMO HaXKaTb NPABOM KHOMKOM MbILUM
Ha HYHbIi akn (Nanky) M HaxaTb «7-zip», BbIGPATb M3 NOABMBLUETOCA MEHI0 «/[J06aBUTH K...».

MporpaMma «7-zip» (Kak 1 MHOTME CTOPOHHWE MPOrpamMbl) UMEET MHOXKECTBO ZOMOJHU-
Te/IbHbIX HAaCTPOEK MpU CxaTuu darnos. MNpeanoXuTb yYeHWKam 03HAKOMMTbCA CaMOCTOATE/b-

HO C OCTa/lbHbiM (DYHKLMOHA/IOM MPOrPaMMbl.
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MpakTnyeckas pabora N2 14. MakeT koAeKkoB

YcTaHoBMTb NakeT KoaekoB «K-Lite Codec Pack».

CKayaTb C calTa NPOM3BOAMTENSA UM 3arpy3nTb KOAEKM M3 LLIKOJIbHOM CETU U YCTAHOBUTD
Koaeku Ha MK. lNpu ycTaHOBKE He HYXKHO BbloMpaTb NPUKAAAHOE NPOrpaMMHOE obecnevyeHue
(6paysep 1 ap.).

MpakTnyeckasn pabora N2 15. PaboTta ¢ aHTUBUpPYCOM

Yactb 1. MpoBepuTb HAaCTPOMKM BCTPOEHHOTO aHTMBMpYCA.

B Windows y»e ecTb BCTPOEHHOE aHTMBMpYCHOE npuaoxeHne. OTKPbITb aHTMBUPYC MOXKHO
C NOMOLLbI0 MEHI0 NOMCKa. ANA 3TOro HY>KHO BBECTU B NMOMCKEe «3alimTa» U BblopaTb «3almTa
OT BUPYCOB U Yrpo3».

I'Iyumee cooTeeTcreme

‘, 3almTa OT BUPYCOB ¥ Yrpo3
flapaMerpbl CUCTEMb!
VAT AN T ARSY Y S AV S SSVN e A IV SV AT

N DanePaei®os N N AL Ty v\ AN

L sawwg

HaxaTb KHOMKY «YnpaBieHWe HaCTPOMKamu».

®s MMapaMeTpbl 3alKUTbl OT BUPYCOB U APYrUX Yrpo3

HuKakux AencTeui He TpedyeTca.

Ynpaenexnue HacTporikamu

MpoBepuTb, YTOOLI aHTUBUPYC OblN1 BKAOYEH. ECIM aHTMBMPYC BbIKNIIOYEH, BEPOATHO, Ha
YCTPOMCTBE CTOMT aHTMBMPYC APYroro npousBOAMTENS NMPOrpaMMHOro obecneyveHus. Ecam
ApYroro aHTMBMUpYCa He YCTaHOBNIEHO M aHTMBMPYC OT Microsoft He BKtoYaeTCA, TO pEKOMEH-
AYETCS NPOBEPUTL CUCTEMY C MOMOLLBIO CNeLMaNbHbIX BEPCUM aHTMBUPYCOB, KOTOpbIE 3arpy-
KaTCA C AMCKA (DN3LLKM), MUHYS OMEPALMOHHYI0 CUCTEMY YCTPOMCTBA.

3awuTa B pexumMe peaibHOro BpeMeHun

OBHAPYXMBAET ¥ OCTAHABAMBALT YCTAHOBKY UAW 3aNYCK BDEAOHOCHBIX
NporpamMm Ha Bawwem ycrporicree. MOXHO Ha KOPOTKOE Bpema OTKAUMNTL
3TOT NapameTp, NOC/Ae Uero OH BYAET CHOBA BKAKOUEH aBTOMAaTUUECKM.

@D s

Ob6nauHan zawmTa

ObecneunBaer yayulWweHHYI0 ¥ YCKOPEHHYO 3aluTy 6aarogapa 4octyny K
HOBEMWWMM AdHHDIM O 3awmie s o6nake. A Havyuyweio pesysibiaia
PEKOMEHAYCTCA BKAIOUMTL QYHKLUMIO aBTOMaTUUYCCKOW OTNPaBKu
06pazuos.

@ s
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Yactb 2. MNpoBepuTb CUCTEMY Ha Ha/M4Me BMPYCOB.
Hy»HO BepHYTbCS B MpejpblayliMe HACTOMKM M BblopaTb «[lapamMeTpbl CKaHMPOBAHMS».

bbicTpas npoeepka

MapameTpbl CKaHUPOBaHUA
PazpeweHHble yrpozbl

XKypHan zauuTsl

Bbi6bpaTb «bbicTpoe ckaHMpoBaHMeE>» U 3anyCTUTb NPOBEPKY (HaxaB «BbINOAHMTbL CKaHUPO-
BaHMe cenyac»).

@ bbicTpas nposepka

Mposepaer nanku B cucTeme, rae 06bIMHO HAXOAATCA YrPo3bl.

QO Nonroe ckanvposarve
SN NPT INE P LA P2 s S PINI  foNING L AP PSP n )

S ITE M et ot BPreBh & e Pesihy/Chy Yoot bdwWioanmi. . IRIAD
15 MUHYT.

BeinonHWTE CKaHWMpOEaHWe cernvac

YacTb 3. YcTaHOBKa aHTMBMpYCa CTOPOHHEro MpPOM3BOAMTENA.

YcTaHOBKa aHTUBMpYCa, pacnpoCTPaHAEMOro B permoHe npoxumeaHua (Poccus), No3BoauT
Hanbonee onepaTMBHO M YCMEWHO pearMpoBaTb Ha BMPYCHble aTakM Ha KOMMbIOTEP MOJb30Ba-
Tens. M3 6ecnnatHbIX NPUIOKEHMM K ycTaHoBKe ana Windows pekomeHayetcs «Kaspersky
Security Cloud».

YctaHoBuTb «Kaspersky Security Cloud» Ha KomnbloTep. lporpamMy MOXHO CKavatb C
camTa NPOM3BOAMTENA UM M3 CETEBOM LUKObHOM Nanku. pu ycTaHOBKE HYXKHO OTKas3aTbCA OT
YCTaHOBKM MPOrpaMMHOro obecrneyeHna Apyroro npoussoamTena (B AaHHOM ciyyvae — AH-
AeKc-6paysep). NpUMEHUTb peKOMEHZYEMble MPOMU3BOAMTENEM HACTPOMKM MPOrpPaMMHOIO
obecneyeHus.
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Mocne ycTaHOBKM C MOMOLLbI0O KOHTEKCTHOMO MEHIK NPOBEPUTbL Ha BMPYChbl Nanky c:\
program files (HaBeCTM Kypcop Ha nanky, HaxkaTb NpPaBYyl KHOMKY MbILUMX U BbIOpaTb COOTBET-
CTBYIOLLMM NYHKT MEHIO).

el M 5 | Nokanshwiii aucx (C:)

lhasHas Moaenursca Bua

&~ v A i > 3rorvomnsiorep > SlokansHeiii guck (C:)

Wma [ara uzmeHexus Tun

Perflogs 07.12.2019 9:12 Manka c daiinaru

Program Files — 1in4m120m
OrkpoiTe

Dlanus = hainann

Windows namu

Monszosarenu OTKpbITb 8 HOBOM OKHE namu

3axpenmb Ha NaHenn t‘ablcrporo Aoctyna

0 MposepuTs Ha supych!
° MocnmoTpers penyTaumto 8 KSN

Mpeaocraeuts gocTyn K >
BOCCTaHOBUTL NPEXHION EEPCHIO
Aobasuts 8 Gubauotexy >

33Kp2ﬂMYb H2 HaY3NbHOM 3KpaHe

Bo BpeMA NMpOBEPKM Ha BUPYCbl MOABUTCA COOTBETCTBYHOLLEE OKHO.

@ nMposepka us koHTexcTHOrO MeHID — X

lMpoBepKa U3 KOHTEKCTHOro MeHo: 1%

Mporpecc: NOACYET OCTABLIEroCA BpEMEHMU...,
Ipoeepexo dpannoe: 338
BrinonxaeTca nporepka: ('-\Prng!am,, on 5.3\ksdeinst.dll

OcraHoBuTb

Mocne NpoBEpPKM yuuTenem Npouecca CKaHMpPOBaHWMA OCTAHOBMTb Mpouecc.
Bce aHTMBMpYCbI, pacCMOTPEHHbIE B paboTe, CKaHUPYIOT (ai/ibl B peasbHOM BPEMEHM, MO-
3TOMY KaAblM pa3 NpoBepsTb HOBbIM al/ BPYYHYH HET HEOGXOAMMOCTMH.

MpakTnyeckasn pabora N2 16. bpangmayap.
BknloueHue, oTklOueHUe 6paHaMayapa

MHoraa BO3HMKAET CUTYaLIMS, YTO M3-3a YCTAHOBKM Pa3/IMYHbIX aHTUBMPYCOB MU MHbIX
MPOrpaMM BCTPOEHHbBIM B OMEPALMOHHYI0 CUCTEMY BpaHAMay3p OTKYaeTca. [ns Toro 4to-
6bl NPOBEPUTb MU BKIOUYNUTL (OTK/IKOYMTL) 6paHAMay3p, HYKHO BOMTM B HACTPOMKM GpaHaMay -
3pa.

/ANA 3TOro Hy)KHO HaXaTb C MOMOLLbIO NPABOM KHOMKM MbIWIM Ha MEHI0 «[TyCK», B MEHI0 Bbi-
6patb «Cnyxeb6Hble — Windows», nanee «MaHenb ynpaBneHusa». [Ana AocTyna K naHem
YNpaB/JIEHUA MOXKHO B CTPOKE MOMCKa HabpaTb «[laHenb ynpaBneHWs» M Bbi6paTb COOTBETCTBY-
IOLLIMM 3HAYOK.
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B OTKpbIBLIEMCA OKHE C MOMOLLBI0 KYpPCOpa MbIWK HaxaTb Ha «CucTemMa M 6e30MmacHOCTb>
1 BblbpaTb «bpaHamayap...». HaxaTb Ha MYHKT «BKAlOYeHWe U OTKAYeHWe GpaHamayspa
Windows». YCTaHOBUTb HACTPOMKM MO NPUMEPY HUKE:

HacTpoiika napameTpos Anf KaxAoro Tuna cetu
Bbi MoKeTe 3MEHUTS NApaMeTpl BpaHAMaY3pa ANR KKAOTO U3 MCNONLIYEMBIX THNOE CeTell.
Mapamerpsr An5 YaCTHON CeTh

o (® Braoun Gpangmaysp 3auwpmmimka Windows

[T1Bnoxmpoearts ece EXOAALME NOAKNIOUEHNA, B TOM YHCAE ANA NPUAOKEHIH, YKIZIHHBIX &
CAUCKE PAZPELIEHHbIX NPOrPaMM

[ Yeea xorge 6p yap 3 Windows 6 pyeT HosoE npn

e (@1t Gpangmaysp 3 Windows (ne pexomengyeics)

Mapamerpst ans obutecTeenmoi cetn
o @ Brnrouuts Bpangaaysp 2awuriura Windows

[[J Bnokuposats ece exoARLUME NOAKNONEHNA, B TOM YHCAE AR NPUNOKEHUN, YKASAHHBIX B
CNUCKE Pa3PELIEHHBIX NPOTPaMM

3 6
[ Yeea , KOrRs 6p yop Wind pyer Hosoe np

8 O Omenountes Spanamaysp 3awy Windows (ne p 1ayerca)

Ansa 6onee TOHKOM HACTPOMKM GpaHaMayspa HEO6X0AMMO B OKHE «bpaHamayap 3aluTHM-
Ka Windows» HaxaTb CCbI/IKY «/lonOoNHUTENIbHbIE NapaMeTpbl». A1 npuMepa: HyXXHO U3Me-
HMTb NpaBuaa ANs CTPoku «OcHoBbl ceTer — DNS (UDP — mncxoaawmi TpacdmK)>. BoibpaTb
cneBa «[lpaBuna Ana UCXOAALEro NOAKMOYEHUA», HAMTU npaBuno «OcHoBbl ceTer — DNS
(UDP — ncxoaawmm Tpadmk)> 1 3a6JI0KMpOBaTb NOAK/IHOYEHMS.

Wann Hdencreme bBua Lnpaeka

| 2@ |

M 6 3 Wind 1 MpoToxonkt u nopmst 0O6nacm TonomurensHo Mokansmse cybnexmst
OHUTOP DpaHAMay3pa SaLuTHIKE Win f:ws !i lpasvna Ans MCXOAALLETO NOAKAIO O6ume n o Yaa <

1 Vs
I . . ® 370 NpeaonpeseneHHOe MPABUNO, U HEKOTOPLIE 670
4| € 06w goctyn k paiinam u npuk] CBOMCTBa HENL3R UIMEHATD.

| Ceoiicrea: Ocroent ceredi - DNS (UDP - nexoaawmii tpadu) X

23 Mpaenna Ana MCXOAALLETO NOAKNIOYEHHUA

> B2, Habniopenme @ O6wwii goctyn K paiinam M npuH]  OGwme
@ 06wyt gocTyn x paiinam u npun S Ywis:
£ O6uywii gocTyn K baiinam u npuH %

chnoam cetedt - DNS (UDP - ucxonsuwst Tpadux)

Onucanue:
Mp 0 TP 3, pasp sanpoce! ¢
* DNS. byayT paspewamnsca oteeTsl DNS Ha 3anpocs!,
@ Ocrorm cereii - IPvb (uexopaumii COOTBETCTBVIOWME DAHHOMY NOABHNY. BHE Sas1CMOCTH OT
£ Ocrosei cereiit - RA (mexoaswmii 1 [ Bxmovero
£ Ocrosbi cerest - Teredo (uexoaawy| Thesicrane

9 Ocrosbi cereli - rpynnosaa noaut S
X “3 (O PaspewnTs nopKniouere

o OcHosbr cered - rpynnosaa nonny -{‘{ v ]

@ Ocrosi cereii - rpynnosas noaut or

£ Ocrosbi cereii - sasepuenme Mud

€ Ocrosbi cereii - 3anpoc MapLupyT]

T TonoKo G no,

) Ocnoebi cereit - 3anpoc MHOrOAAL
@ Ocrooui cerest - 3anpoc nomcka ¢ [ (® Brokuposams nomxmoserve
€ Ocroeni cereii - oBvasnenue now

Mocne nonpo6oBaTtb B N1t060M 6pay3epe BOWTM Ha /Il06OM CanT. TaK Kak paHee 6bino 3a-
610KMPOBaHO AaHHOE NpaBuo, TO AOCTYN Ha CanTbl ByAET HEBO3MOKEH.
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/NS BOCCTAaHOB/NIEHMS HAaCTPOEK MOXKHO BEPHYTb NMpeHWEe HACTPOMKM BpaHaMayapa MM
aBTOMATUYECKM BEPHYTb HACTPOMKM BpaHaMayapa. s 3Toro B OKHe «bpaHamayap 3aluTHU-

Ka Windows» He06X0AMMO HaxaTb CCbIIKY «BOCCTAHOBUTb 3HAYEHUA NO YMONYAHMIO».

BoccTaHOBMTb 3HAYEHUA NO YMOIYaHMIO M NONPO6GOBaTb BOMTH Ha J1060M CaMT.

‘ Bpangmaysp 3awurrnuka Windows
& = v 4 @ « Cucremau Geson.. > bpanamaysp JawutHuka Windows

3awmTnTe CBOV KOMIbIOTED C NoM
ﬂanenb YNP3eNeHNa —

N ot Bpanamay3p 3awmrHuka Windows nomorae]

- BPEAOHOCHbIX NpOrpamMm e MHTEPHE’I’E wan i
Paspet.uenne 833MMOoAeEnNCTENA

C NPUNOKEHUEM UK
KOMMOHEHTOM & BpaHamay3pe v YacrHble cetvt
3awmrHuka Windows =
9 Wsmenenue napamerpos . v [ocTesble nam o6u.\enocry

YEEACMAEHUIA

i
G oI TRt B | CeTit & OBLUECTBEHHDBIX MECT3X, HaNPUMEP §

BpaHaMay3pa 3aLLMTHUKS [
Windows ‘ Cocroanue Bpanamayap Bawurnuka Windd

' BOCCTaHOBUTL ZH3YEHMA NO | BXOAALLME NOAKNIOUEHMA:
| YMOAU3HUIO

9 AononxnTensHbie NapamMeTpbl ‘ AKTUBEHbIE OBLLECTBEHHDbIE CETU:

YcTpaHerue HENON3AOK B CETU

MpakTnyeckasn pabora N2 17. PesepBHOe KOonUpoBaHue

3apaHue 1. Co3gatb B nporpamMme «Cobian Backup» 3agaHue Ha aBToMaTMYeCKOE apXMBM-
poBaHuWe Nanku (BbibpaTb B MEHIO «3ajaHue», aanee «<HoBoe 3agaHue»).

B conepxkaHune

4’:.' Cobian Backup 11 Gravity

Cnucok | 3apanme Mctopua KypHan WHcTpymeHTel Cnpaska
N ) PP 3anycTuTe BCE 3343HMA Ctrl+B
’ ) 3anyCcTHTE BbBRaHHBIE 3843HMA Ctrl+D
Tma & 3anycTuTb BbIBpaHHYHO rpynny Ctrl+G
99 CAEnaTh NoNHbIE KONHH BO BCEX 33AaHHAX shift+Ctrl+8
> CAENaTH NONHBIE KONWH B BBIBPaHHbIX 384aHnaY.  Shift+Ctrl+D
3| CaenaTh NonHbIE KONMK B BLIBPAHHOM rpynne Shift+Ctri+G
(+) HoBoe 33aatve Ctrl+a
PeAaKTHPOBaTE 28A8HHE Ctrl+Enter

‘ aTb 3a0aHUE CH
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B nosBMUBLUEMCA OKHE BBECTU Ha3BaHMe 3aZaHMA, OCHOBHbIE HaCTpOﬁKM 1 TUN pe3epBHOro

KonnpoBaHUA.

Hosoe 3agatue o

[V BoinonHATb 33a3HKe

[V RonupoeaTs NOAKaTanor
¥ Aenatsor,

2 obuwe ]
@ Pacnucanme
A% UnknmasiocTs Vima 33a3H1A
[ Cxatve [3anarme 1
S mmmm r~OCHOBHLIE HACTPOMKH
ﬁ Aon, aericrena
(%) AononHuTeEnbHO ipyrna
|He exoanT & rpynny) ~|

KOM## C

p OTHETKSMH
¥ Wcnons3opaTe apxHeHbii aTpHbyT
v e Te T P
Tun Konur
¢ MonHeii ' fobasourbii
" PasHOCTHRS " OuKTHEHBE

]

B MeHto «®Daiinbl» BbIGpPaTh, Kakue daibl (Manku) Hy>KHO apXMBMPOBATbL M Narnky, rae 6y-
AYT XPaHUTbCA KOMUU (MyTb Ha3HaYeHMS).

B conepxaHne

2 Ofume

|| B Dafinel

@ Pacnucasne

A9 UsnnusocTs
[ Cxatre

(=) DunbTp

A Aon. aciicrena
(%) AononsuTensHO

MCTONHIMKH

xq

|/ C:\Users\admin\Documents

[ Aobasute I [paska I @) Ynsmte | il
My TH Ha3HaYeHHA
U Ciitest
| [ Acbasute I [ipasKa | @) Ypanars | 1'
epeTawmre croa3 06 BEKTLI MbAUKOH 13 [DOBOAHKKS
NpnnrTe I Oimera I
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3agaTb NpU HEOOGXOAMMOCTU MHbIE NapaMeTpbl (LMKAMYHOCTb, pacnucaHue u ap.). 3any-
CTMTb 3aaHMe C NMOMOLLbIO MEHIO.

~lo/x]
Cnucok  3apanue Mctopua JKypHan UHcTpymeHTel Cnpaska
% o s 2
oy XI® SR R
L) ep AtprbyT l 3HayeHvre ]
A 7,79 MB * VA 33a3HMA Jaaatme 1
* WaentndmrkaTop {DFCDF951-F737-4B00-8516-4F260A1880A4}
© Trn KONnpoBaHna Aobasouroe
L McTourmku C:\Users\Admin\Documents
L1 NyTr HasHaueHua C:itest
* PasMep MCTOMHNMKOB 7,79 MB
* Mpynna
* BbINOAKATL 38A3HHMe Aa
- KonvposaTb NoaKaTanork Aa
* OTASNbHBIE KONKA Aa
* Mcnonb308aTh apXMBHLI aTpHByT Aa
* Mcnone308aTb TEHEBOE KONWPOBaHUE Aa
* Heaens ebinonHeHna ExearesHo
* Bpema 22:16:34
* MpuopurteT CpeaHHit
* ViHTEpBan MeXAY NONHLIMA KONUAMK 10
* KONM4eCcTeo XpaHnMbIX NONHBIX KONKA 2
+ Cxartmne Bes ckatna
* Wudposanue He wndposate
* CMHXpOHN3aUnA Het
* Mcnonezoeate abCoMoOTHSIE NYTH Het
+ CO3A3B3Tb POAHTENLCKUIA KaTanor Aa
+ CBpaceiBaTh apxmeHLIM aTpubyT Aa
* foBaenaTb Ha3BaHME THNA KONMPOBAHHA B H... A3
* He KonupoBaTk NYCTHIE KaTanory Her
\lOBce 334aHMA ,!' -\Caoﬁctea 3343HMA J{@Mcrgmn ,!;Q)Kypuan )/
ICnMcox: test.Ist  Konuuecteo darinos: 13 Pazmep: 7,79 MB I ” I

Hy»KHO NepuoAMYECKM COXPAHATb BaxHble Konmu (aiioB Bo M3bexkaHue ux notepu. Cne-
AYET OTMETUTb, YTO XpaHeHMe daiIoB B 06/1aKe He 06ecneynBaeT NoJIHOM COXPAHHOCTM AaH-
HbIX.

3agaHue 2. Co3gatb o6pa3s XECTKOro AmMcka ¢ nomoubto nporpaMmsl «Clonezilla». Mpu
NnepBOM MCMNO/Ib30BaHUM NPOrpamMMbl PEKOMEHAYETCA MCMOJ/Ib30BaTb BEPCUMI0 HA PYCCKOM
A3bIKe.

Konusa (o6pas) ECTKMX AUCKOB CO3JAETCA C NOMOLLbIO CreumanbHbIX 3arpy304HbIX AMC-
KoB. [pu paboTe ¢ BUPTYyasIbHOM MaLIMHOM MCMOJb3YETCA CreLmMasbHO CO3AaHHbIM JOMOJHM -
TeNbHbIM }KECTKUMU AMCK.

Ckavatb 3arpy3o4Hbii gamck «Clonezilla». Mpu paboTte ¢ BUPTyaNbHOM MALLMHOM BbIGPaTh
AMCK KaK 3arpy3oyHbii, npu paboTe He Ha BUPTYyasIbHOM MaluMHe — 3anucaTb 06pas Ha AMCK
unu flash-namaTe.
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MpakTnueckasn pa6ora N218. BocctaHoBneHune ¢aitnos

YCTaHOBWTb NMporpamMy «Recuva» Ha KOMMbIOTEP MM 3amyCTUTb €€ (€C/IM YCTaHOBMIEHA).

OTKpoeTcs OKHO «Recuva», B KOTOPOM HYXHO HaxaTb KHOMKY «/lanee». B HOBOM OKHe Bbi-
6paTtb «Bce danbi>.

Macrep Recuva X

Tun dainos
Dalinsl KaKOro TMNa Bbl XOTUTE BOCCTaHOBUTL?

(® Bce daiinbt

Moxas scex daiinos.

O Kaprunkn
IS T A LA AT el o S Al S S I

YKasaTb pacrnosioxxeHue yaanéHHoro darnna (PeEKoMeHAYeTCs BbiopaTh «TOYHO HEM3BECT-
HO») M HaxaTb KHOMKY «/lanee». Mocne HaxaTb «KHONKY HayaTb»>.

Pasmeuwenne daiina
rae 6 371 daitnbi?

@ TOYHO HENSBECTHO
MoucK BO BCEX BOIMOXHBIX MECTAX.

O Ha xapre namaTn

Pt POYS paanE e baiipos ya. ceppniy Hoagrensy, fipaue £ 1 guacer). |

Mocne ckaHMpoBaHWA HaIOBOM CUCTEMbI BbIGPATb HY¥KHbIM haka M HaxaTb KHOMKY «Boc-
CTaHOBWTb>.

BoibepuTe dalinbl ANA BOCCTEHOBNEHUS, OTMETMB MX GNAXKKaMM, @ 3aTeM HaXMUTE

P rr [ MepeiTi B pacluMpeHHbIN PEXUM ]
[0 Wma daiina MyTs Wsmenen A
[0 @ manifestjson CAN 22.04.2021
% LICENSE 22.04.2021
| @verified_contents.json CA\N\_metadata\ 22.04.2021

~

AP @Gy forgsindgraREYes 22+~ GHlssr ngre\Jaglrtall p-aly SooalelGbrgp=<Wlegn f 2. Y 30N,

\ e I TN LN \ N N N Y LT L Y 0, O .. \. : SONG N AL N AR A .
< |

>

[\ HarddiskVolume?2] He yaaéTca onpeaenuts Tin daiinosoit cncTemsl, Haiaeno daiinoe: 305 (3a... | Boccraxosuts. .. |

BbiGpaTb MecTo coxpaHeHus daina.
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CETb LEHTPOB UM®POBOIO

CMCTEMHOE AAMMWHUCTPUPOBAHME OBPA3OBAHNS ETEM «IT-KYE»

Tema 8. MporpaMMHOe obecneyeHne. dNeKTpoOHHasa NOANUCH

PekoMeHayeMoe KONMYeCcTBO YacoB Ha AaHHy TeMy — 1 vac.

MnaHupyemble pe3ynbTaThbl

MpeaMeTHbIE: NOHATUE NPOrPaMMHOro obecneyeHMsa NepcoHaIbHOro KoMMboTepa M oc-
HOBHbIX €ro rpynn; 03HaKOM/IEHWE C 3/IEKTPOHHOM MOAMUCDHIO.

MeTtanpeaMeTHbIE: NOHMMaHWEe Ha3HAYeHMA CUCTEMHOrO NPOrPpaMMHOro obecneyvyeHus
nepcoHasibHOro KomnbloTepa.

JINYHOCTHbIE: NOHNUMaHWe HEO6X0ANUMOCTHU NEPCOHA/IbHOrO KOMMbIOTEPA B XKU3HW, NOHMU-
MaHKe 3HAYMMOCTM 3/IEKTPOHHOM NOAMMUCH.

O6opyaoBaHne M MaTepuanbl: KOMMbIOTEP, MPe3eHTaLUOHHOEe 060pYAOBaHUE.

KpaTkoe cogep)aHue. INeKTPOHHasA NoANUCh. BMabl 3N€KTPOHHOM noanucK (npocTas,
yCUNEeHHas, KBannduumpoBaHHas). Mcnosib3oBaHWe 31EKTPOHHOM NOANMUCU (LmndpoBaHME U
noAnucaHue AoKyMeHToB). Opuanyeckas 3HaYMMOCTb 3NEKTPOHHOM noanucu. Mcnonb3osa-
HWE 3NIEeKTPOHHOM NOANMCU AN NPEeA0CTaB/IEHUA FOCYAaPCTBEHHBIX YC/Yr, NPOBEAEHMS TOpP-
roB. CneuuanbHoe NporpaMmHoe obecneyeHue. BbinosHeHWe npakTMyeckor paboTbl Ne 19.

MpakTnyeckasn pa6ora N219. PaboTa C 3/1eKTPOHHOI NOANUCHIO

YcraHoBuTb nporpammy «Kpuntollpo CSP (4 Bepcuio)» 1 «Kpuntollpo 3L Browser plug-
in» (Nporpammbl ZOCTYMHbI B CETEBOM Nanke). Mocne ycTaHOBKM HEO6XOAMMO NepesarpysuTb
KOMMbtoTEp.

Mo ccbinke https://testca.cryptopro.ru/certsrv/certrgma.asp cdopmupoBaTh B 6payse-
pe Internet Explorer 3neKTpoHHYI0 NoANUCb. BBECTM MMA, OCTa/ibHblE NOA MOXHO He 3anoJi-
HATb. Ha BCce npeaynpexaeHna cnctembl 6e3onacHoct Windows oTBeyaTtb NOOXMUTESIbHO.
Mocne Heo6X0AMMO BblbpaTh MECTO XpaHEHWS 3aKPbITOM YacTu NOANMCH, BbIGpaTb peecTp, Aa- ee
cnefoBaTb MHCTPYKUMAM. [ocie BBOAA Mapons MpOMTM MO CCblIKe «YCTaHOBWUTb 3TOT Cep-
TMduMKaT>» (nosBUTCA Npeaynpexaenme «JaHHbii LIC He saBnseTcs JoBEpPEHHbIM»). YT06bI A0-
BepATb CepTUPMKATAM, BblJAHHbIM 3TUM LIEHTPOM CEPTUMMKALMM, YCTAHOBMTb 3TOT CEPTUDM - KaT
LUC (ckavatb no ccbiike ceptudumrar UC m yctaHoBuTb ero). Npu yctaHoBKe cepTudmMKaTta
BblopaTh «/loBepeHHble KOPHEBbIE LEHTPbI CepTUDUKALMM>.

Xpaunnuuge cepruduxaros

XpaHnnuwa cepTUPUKATOB - 3TO CUCTEMHbIE 06NacTH, B KOTOPbIX
XPAHATCA CCPTHHMKATLL.

Boibop xpatmnmua roxkeT Boito npousseaeH Windows aBTOMATHHECKH, MMM JKe
MOXHO YKa3aTb pasMelenue cepTuduxaTa spyuHyro.

) AsToMaTHUECKM BHIBPATH XPEHMAMLLE HA OCHOBE TUNa cepTUdMKaTa
©) MoMecTuTL BCe cepTUDMKATEI B Cneayrolee Xparunue

Xpamnmwe cepTndrxaTos:

AoBepeHHbie KOPHEBLIE LUEHTPbLI cepmdauxal.mu

Mocne ycTaHoBKM KopHeBoro ceptudukata L|C MOXKHO CKayaTb OTKPbITYIO YacTb (CepTudu-
KaT) 3/IEKTPOHHOM NOAMMUCH.

3anpoLeHHbIn Bamu cepTudurkaT Obin Bam BbiaH.

] YcTaHoBUTL 3TOT cepTudMKaT
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YCTaHOBMTb NpOrpammy A/ noAnucaHma daiios «MpocTo noanMcaTb» (MPOrpaMMmbl JOCTYM-
Hbl B CETEBOM Nanke). BbINO/HMTL NO Wwaram noAnMcaH1e n6oro dakna, Hanpumep test.txt.

=
L] test.bdt @ Mpocro Moanucare SHESE X
@ test.bet.sig
Wcxoanbie dannbt
5. Q@annc
paclumMpeHmem sig - ATt eis y ( Acsasums |
3NeKTPOHHas 1. Bei6epure cavin ana
noanuch noancuaHua
O nporpamme
3 pe 4
Pexum paboTtei: fnonnuca*rb '] [ BoinonHuTe. ]
[leficTene Npy HanuuMM NOANKMCA: [3aneumu V]
CeptudmKaT: |PycsHos AHapei Cepreesuy 2 BoibpaTb
[] Ucnonssosate cranaapTHel auanor swibopa cepTrdmKaTa Ceprndmxatsi
[] ApxmsuposaTs (nocne noanucarus) YAanTh UCXOAHbIE
Pesynb'ra'r BLINONHEHUA
Mcxoawwiin dann aanHsix: C:\Test\test. txt

C NMOMOLLbIO 3TOM e MporpamMmbl NPOBEPUTbL 3NEKTPOHHYIO MOAMMCh.

Tema 9. NMporpammHoe obecneueHue.
MpuknagHoe nporpaMmMHoe obecneueHune

PekomeHayeMoe KO/IMYeCTBO YacoB Ha JaHHY TeMy — 3 yaca.

MnaHupyemble pe3ynbTaThbl

MpeamMeTHbIE: NOHATUE NPOrpaMMHOr0 obecneyeHnsa NepcoHabHOro KoMMboTepa M oc-
HOBHbIX €ro rpynn; 03HaKOM/IEHWE C NOHATUEM «JpanBeEp>.

MeTtanpeaMeTHbIe: NOHMMaHME HA3HAYEHUA CUCTEMHOMO NPOrpaMMHOro obecneyeHus
nepcoHasibHOro KoMnbloTepa.

JINYHOCTHbIE: NOHMMaHWe He06X0ANMMOCTM NEPCOHANbHOIr0 KOMMbOTEPa B XU3HU, NOHM-
MaHWe 3HaYMMOCTM CIeAYIOLLMX NPOrpaMM: apxX1BaTop, aHTUBMPYC, harlepBoJl.

O6opyaoBaHne U MaTepuanbl: KOMNbIOTEP, NpPe3eHTaLMOHHOE 060pyA0BaHHE.

KpaTtkoe coaepyaHume. [puknagHoe nporpaMmHoe obecneyeHune. Onpegenenue. Mpu-
NOXEHUA obLuero (TeKCTOBble pefaKkTopbl M MPOLEeccopbl, rpaduyeckne pefakTopbl U MakeThl,
CY/b, TabanyHble NpoLeccopbl, KOMMYHUKALMOHHbIE NPOrPamMMbl U Aip.) U CNeuUManbHOro Ha-
3HayeHus. 0630p NporpamMMHOro obecneveHus. BoinonHeHue npakTyeckom pa6otbl Ne 20.

MpoekTHas paboTa 06y4arLMXCA NO CAeSYIOWMM TEMAM:

+ MporpamMmHoe obecneyeHue Ans BUAEOKOH(EpPEHUMHM.

+ Mporpammbl Ans o6LieHus nosb3oBatenent B CeTn (MeCCeHAKepbl).

« Ayauonneepsl.

+ Buaeonneepbl.

+ [lepeBOAYMKM M INEKTPOHHbIE CI0BApM.
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MpakTnyeckas pa6ora N2 20. YctaHoBka oucHoro npunoxenus «Libre Office»

Yactb 1. YcTaHoBKa npuioXeHua.

CKavaTb Npu/IoXkKeHUe C caiTa pas3paboTymKa MM M3 CETEBOM MamnKM LUKOJbI. YCTaHOBUTD
NpUaOKeHHe.

Yactb 2. 3anycKk npunoxeHus.

3anyctutb «Libre Office Eriter» (TeKCTOBbIM pefakTop) U3 MeHio «[TycK».

HaneuataTtb TEKCT B OKHe «TecToBbIM (ainn». CoxpaHutb ann B dopmate Microsoft Word.
CoxpaHuTb harn MOXHO Yepes MeHto «Pain», aanee BblopaTb «COXpaHMTb KaK».

®avin  [Mpaeka Bua Bcraska Dopw

D Cozpatb »
[= Orkpuite... Ctrl+0
OtkpbiTb YABAEHHO...

HepasHue A0KyMeHTH! »

) ©

3akpbiTh

Macrep »

N,

Wabnotb »

Mepesarpysute

Bepcum...

CoxpaHute Ctrl+S

0 B0

CoxpaHute Kak..  Ctrl+Shift+S

CoxpaHuTb yaaneHHo...

Cavnauure vanuna

Bbibpatb HeobxoamMbIM (opMaT danna (Word 97-2003) 1 BBecTH UMs daina (dpammamns
MMA O0TYECTBO, rpynna).

l Weanoe Nean Meanosuu 2 rpynna.doc

Word 97-2003 (*.doc)

Texcroebiii gokymeHT ODF (*.0dt)

Wa6non Tekcrosoro gokymenra ODF (*.ott)
Tekcroebiit aokyment ODF (naockuit XML) (*.fod
Texker Unified Office Format (*.uot)

Word 2007-365 (*.docx)

Word 2007-365 WaGaon (*.dotx)

Word 2003 XML (*.xml)

Word 97-2003 (*.doc)
Wabnon Word 97-2003 (*.dot)

Tenepb co3aaHHbIM hai MOXHO OTKPbITb C NMoMollbto «Microsoft Office». «Libre Office»
MOXeT OTKpbiBaTb amnbl «Microsoft Office» M coxpaHsATb B Hy»KHOM cdopmate, TakMM obpa-
30M B 6OJ/IbLUIMHCTBE C/lyYaeB A/1A CO34aHUA M 0OMEHA TEKCTOBbIMM JOKYMEHTaMM UCMO/b30-
BaTb 6ecnaTHble nporpammbl. CoXpaHuTb hakn Ha paboyem cTose.

YacTb 3. YcTaHOBMUTbL CaMoCTOsATeNbHO npunoxeHusa «Djvu Viewer», «Foxit Reader», npo-
rpamMmy AN IPOBeAEHMA BUAEOKOHPEPEHLMM.
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Yactb 4. YaaneHue nporpaMmHoro obecneyeHus.
/AnA ynaneHns NporpamMmbl HaxKaTb NMPaBoi KHOMKOM MbILIM Ha MeHI0 «MycK», BbiopaTb «[1pu-
NOXEHWUA U BO3MOXHOCTU>. BblbpaTb HEOOXOAMMOE MPUIOKEHUE M HaXKaTb KHOMKY «YaanuTb».

HavigeHo npunoxxeHuit: 47
7-Zip 19.00 3.68 Mb
20.04.2021
19.00
Viamenuts Ypanute

Yaanutb ¢ KoMmnbloTepa nNpuioxeHue «7-zip» u «Libre office».

Tema 10. JlokanbHblie cetu

PekomeHayeMoe KOIMYeCTBO YacoB Ha AaHHYI TeMy — 5 4yacos.

MnaHupyemblie pe3ynbTaThl

MpeamMeTHble: npejcTaBieHMe 06 opraHM3aumMn U PYHKLMOHUPOBAHMM KOMMbIOTEPHbIX
ceTen.

MeTanpeaMeTHbIe: nNpejcTaB/eHUe 0 KOMMbIOTEPHbIX CETAX.

JINYHOCTHbIE: NOHWMaHME POSU MH(DOPMALMOHHbBIX MPOLECCOB B COBPEMEHHOM MMPE;
npeAcTaBieHne 0 cchepax NMPUMEHEHMSA KOMNbIOTEPHBIX CETEN B pa3/IMyHbIX cepax AeATeNb-
HOCTU YesloBeKa.

O6opyaoBaHMe U MaTepuanbl: KOMMbOTEP, MPE3eHTaLMOHHOE 060pYAOBaHME.

KpaTkoe copep)xaHme. MoHATHE «KOMMNbOTEPHAA CETb>, BUAbI KOMMbIOTEPHbIX CETEN,
IP-agpec, MHTepHeT, cepBep U MHOe 060pyZoBaHMe. BbinosHeHWe npakTUYecKkmx paboT Ne 21, 22.

O3HaKomNieHue ¢ HaacTporKom «[apameTpbl cetn u UHTepHeT». CeTeBon npocuab (06Lue-
AOCTYNHbIM, YacTHbIM). HacTpolKka napaMeTpoB ajantepa. BbinosHeHWe npakTMyeckon pabo-
Tbl Ne 23.

JIMHWMM CBA3M M KaHasbl NepeAayn AaHHbIX. KabenbHble IMHMM CBA3M (KOaKCMasbHbIM Ka-
6enb, BUTaA Napa, ONTOBOJIOKHO). BbiNoNHEHWE NPAKTUYECKOM paboTbl Ne 24,

becnpoBogHble nnHuu ceasun (IrDA, Bluetooth, Wi-Fi, GSM 1 GPRS, CDMA v gp.). Oco-
6eHHocTM Wi-Fi (YacTOTHble AMana3oHbl, KaHaslbl, MOLLHOCTb CMrHasa, NPOTOKO/Ibl 3aLWMThI).
PekomeHaauMM No pasMeLleHno poyTepa: BHELWHWE aHTEHHbI poyTepa pacrnooXMTb BEpPTH-
Ka/bHO, Mojasiblue OT MeTalIMYeCKMX NpejMeToB (Hanpumep, Tpyb), MCNo/b30BaTb KaHasbl Mo
20 My, BbIGMpaTb HanMbonee CBOOOAHbIE KaHaslbl, OTK/YUTL yCTapeBlUMe CTaHAAPTbl, YMEHb-
LUMTb YPOBEHb MOLHOCTH. lpakTnyeckasa paboTa Ne 25.

MpakTnueckasn pa6ora N2 21. Onpeaenntb IP-agpec koMnblOTEpPA

1-M cnocob. HaxaTb NpaBoM KHOMKOW Ha MeHt «[lyck», BbibpaTb «[apameTpbl», ganee
«CeTb M MHTEepHeT» M HaxaTb KHOMKy «CBOMCTBA».

EI Ethernet0 2.62Tb
SJa nocneanne 30 ax.

Ceovicrea Wcnonsz0BaHve AaHHbIX
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BHM3y cTpaHuMUbl NoABATCA AaHHble 06 IP-aapece.

CeoWcTBa

nepeaava):
IPvd-agpec:
DNS-cepeepsi IPv4:

CKOpPOCTL IMHWW (Npuem u

1000/1000 (Mbps)

2-1 cnoco6. HaxaTb KHOMKY «[lycK» M BblGpaTb KOMaHAY «BbinosHuTE>», BBECTM «cmd>».
B oTkpbiBweeca okHO (pexum «[10C») BBECTM KoMaHay «ipconfig /all> u Haxatb «Enter».

Pe3ynbTaT KOMaHAbl NOKa3aH HUXe.

DNS-cydduKC noaknw<eHua .

Onucanue. ¢
Oouzuyeckuu agpec.

DHCP exnw4eH. e
ABTOHaCTpOMKa BKKHYEHa.
IPv4-apgpec.

Macka nogceTtu .

ApeHpa nony4eHa.

Cpok apeHAbl MCTeKaeT.
OCHOBHOM WNKWZ.
DHCP-cepeep.
DNS-cepeepebl.

OcHoeHoW WINS-cepeep.
NetBios 4epe3 TCP/IP.

: localdomain
: Intel(R) 82574L Gi
: 80-8C-29-8A-51-23
: la
: Ja
: 192.168.163.128(0c
: 255.255.255.0
: 24 anpena 2021 r.
o n tille : 25 anpena 20
: 192.168.163.2
: 192.168.163.254
: 77.88.8.7
77.88.8.3
: 192.168.163.2
¢ BkAwYeH

MpakTnueckas pabora NQ 22, O3HaKOMJieHMe C HafCTPOMKOM
«CeTteBble NOAKOYEHUA»

OTKpbITb HAACTPOMKY «CeTeBble NOAKMOYEHNSA>», HAXKaB NPAaBOM KHOMKOM MbILLKM Ha MEHIO
«[1yCK>» 1 BbIOpaB NYHKT MeHI0 «CeTeBble NOAKNOYEHUA> .

1-e 3agaHue. BbibpaTb ceTeBoM Npoduib.

N3MeHUTb (NnpoBepuTb) Npodr/ib NOAKAYEHNUA K ceTM Ha «06LwenocTynHble» (Npy NoA-
K/IOYEHMM K CeTU B BO/IbLUMHCTBE C/lyHaeB PeKOMEHAYeTCA BblbupaTtb ero). [Ana 3Toro Heobxo-
AMMO BblOpaTb NyHKT «Ethernet» 1 HaxaTb Ha NYHKT «CeTb».

‘ Haltu napamerp 0 | c
eTb

MoakntoueHne ycraHoBACHO

Cetb n UinTepHer

B Cocrosnue

@l Ethernet I

Mocne 3Toro OTKPOETCA OKHO, B KOTOPOM MOXHO Bbl6paTb HEO6XOAMMbBIM CETEBOM MpO-
durnb.

ConyTcTBytOLMe NapameTp

Hacrpolixa napameTpoe agantepa
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2-e 3ajaHue. HacTpolka mapameTpoB ajanTepa.

/ANa HaCTPOMKM NapaMeTpoB ajanTepa B HaACTpoiKe «CeTeBble NOAKNOYEHMS» BbIGPATh
NyHKT «Ethernet», 3aTem HaxaTb Ha «HacTpoMKa napameTpoB ajantepa~. Ha HyxHOM ajante-
pe HaXkaTb NPaBOM KHOMKOM MbILLUM M BbIGPaTb MYHKT MeHI0 «CBOMCTBA>.

: il Ethernet0

>~ Cem
@7 Intel(R) 82574L Gigabit N

@

OTKNO4NTD
Cocrosanue

[AunarHocTuka

HacTpoiika mocTa

Co3pats apnsbik
Yaanute

MepenmeHosats

QQee @

CsoticTea

M3meHuTb HacTpolkn DNS (ykasatb HacTporku AHaekc. DNS, ykasaTb dns ¢ puabTpom
«be3onacHbiM>» (JaHHbIM PEXMM BKJ/IKOYAET 3alLMTY OT OMacHbIX CaMToB M 60TOB)). Ans usme-
HeHus HacTpoek DNS Bbibpath TCP/IPv4, fanee HaxaTb Ha KHOMKY «CBOMCTBa», B MOSBMB-
LLIEeMCA OKHe BBecCTH agpeca DNS cepBepoB M HaxaTb KHOMKY «OK».

@ Ethernet0: csotictea X

Cem

Mok noueHue vepes:

9 Intel(R) 82574L Gigabit Network Connection

OmmveyeHHbie KOMNOKEHTB! UCNIONB3YIOTCA 3TUM NOAKNIOYEHNEM:

W &3 Knvent ana ceteit Microsoft A

™ T3 06wwi nocTyn k Paiinam 1 npuHTepaM ana ceteit Mi

™ % Nnanuposwuuk naxetos QoS

¥ t

[0 . TipoTokon mynsTinnekcopa cetesoro apantepa (Mai

M . DOpevisep npotoxona LLDP (Maiikpoco®T)

[0 s IP sepecwm 6 (TCP/IPv6) v

< >
YCTaHoBUTE... Ypanite ;

Onucanve
Mpotoxon TCP/IP. CTaHA3pTHbIA NPOTOKON rNOGaNbHbIX

ceTed. obecneumBaiowwmii CBASh MeXay PAsNUYHbIMMA
asaumoneﬁcmyromumn CeTamu.

QK ] bﬁgua

Ceoticea: IP gepcun 4 (TCP/IPv4)

Obuwe AnbTepHaTUBHaA KOHDMIypaLis

NapameTpel IP MOXHO HAZHAWATL IBTOMATUYECKI, SCNM CETL
NOAAEPXMBAET 3TY BOSMOXHOCTb, B NPOTUBHOM Cnyyae ysnaﬁ're
napameTps! IP ¥ CETEBOr0 aAMUMHUCTPATOPa,

(@ MonymTs IP-anpec asToMaTH EKM

O Wcnons3sosats creayowmii IP-agpec:

IP-aapec: [ . 3 : |

Macka noaceTu: [ 5 3 s |

OCHOBHON WAO3: I . . 5 I

O MonyunTb aapec DNS-cepsepa asToMaTUYECKU

Vicnonb308aTh cneayowve anpeca DNS-cepsepos: |

MNpeanounTaemsit DNS-cepsep: [ 77 .88 .8 .

AnbTEPHaTHBHLIN DNS-cepsep: [ 77 /888

[CInoarsepauts napareTps np sbixoge [ononHTensHO

|!| OK -Il't Otmetna ]
o
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MpakTnueckas pa6ora N2 23. loctyn Kk panam KOMNbrOTEPA

TaK Kak paboTa BbIMOMHAETCSA Ha BUPTYaslbHOM MalLMHE, TO HEOBXOAMMO M3MEHUTb CIeAyHo-
LLie HACTPOMKM.

OTKpbITb HAACTPOMKY HAACTPOMKOM «CeTeBble MOAKIOYEHUSA», HAXKaB MPAaBOM KHOMKOM
MbILX Ha MeHI0 «[yCK» M BbIGPAB MYHKT MeHI0 «CeTeBble MOAK/YEHMUS», 3aTEM HaxaTb CCbla-
Ky «COCTOsIHME>» M BbIGPATb MYHKT «LIeHTp ynpaBaeHUs CeTAMM M 0BLLMM AOCTYNOM>.

% LieHTp yNpasAeHa CaTAMM M OBLIMM AOCTYROM
ONPpEARGITE, B KAKIIA A3HNBIM Bl XOTHTE NPEAOCTIENTL ACCTYN AM
cetefl, © KOTOPEIMM YTAHOBASHD COSAMHEHHE.

& Cocronsne

[lanee BbI6paTh MYyHKT «M3MEHUTb AOMOJIHUTE/IbHbIE MApaMeTpbl O6LIEro AoCTyna».
B oTKpbIBLIEMCA OKHE HEOBXOAMMO M3 NIGOM CETM BKIKYMTb 0BLLUMIM AOCTYN K darnam 6e3
napons:

Bee cern «:/:)
OBLumit gocTyn K OBLUEACCTYNHEIM NanKan

Fenu rensausn oBogmi poctyn ¢ aBineancry nankas, n ety (RENKOUAR UNPHOR
AOMBLUMEN rPYNNbI) MOTYT NOAYUSTS A0CTYN K G2iA3M & TaKIX N2nKax.

@ Bxarounts 0Bumii 20cTyn, UTOBbI CETEEbIC NONBIOBITENN MOFAM YHTATS 1 33NUCHIBATY
Baiiion s 0GLmX NaKax

() Omxnrounts 06wl AocTyn (A104M, BBINOAHIBLUNE BXOA Ha2 3TOT KOMNBIOTED, BCE PASHO
GyayT MMeTs R0CTYN K OBLLEIOCTYNHEIM NaNKaN)

s/ PG Nt st of N SIS AN SN A SS IR ISNS TN AP SIS A2 N

N . e \ NI N Y A T IER T N  NA NN DY
OGuywii ROCTYN € NAPCABHON 3ALNTOR

ECNM BKAIOYEHA NAPONLHAR 3ALUNT3 OBLLENO AOCTYN3, TONBKO NONLIOBATENMN € YHETHOI 33NUCBIO W

p Ha 3TOM Pe MOryT noAy4uTs R0cTyn k obugmm daiinam, npunrepam,
NOAKAIOYEHHBIM K STOMY KOMNBIOTEPY, 1 06LUMM Nankam. HTobbl OTKPLIT A0CTYN APYrHM
MONBL30BATENAM, HYXKHO OTKAIOYMTL NAPONLHYTO 3aLmTy obLyero gocTyna.

O Brarounts 06umit 40CTyN € NBPONLMOI 3aUHTON
(® OmxnroumTs 0BWMI AOCTYN € NAPOABHON 33LUMTON

BbibpaTb ntobyto nanky (Hanpumep, c:\\test), HaxaTb Ha HE€ NpaBOM KHOMKOM MbILLIN M
BbIGpATh M3 MEHIO MYHKT «CBOMCTBA>». OTKPbITb BKAAAKY «Z0CTyn>» M HaxaTb KHOMKY «O6LMM
AocTyn», 106aBUTb Noab3oBaTensa «Bce» M ycTaHOBMTb eMy npasa Ha «YTeHue 1 3anucb». Co-
XPaHUTb HACTPOMKM.

Ceosicrea: test X
Mpemsiaywue sepeun H: & 2 Aocrynkceru

Obwue Locwyn Be:

OBt aoeTyn k ceTessiM P3MAZM 1 NNKIM BuibepurTe nonbsosaTeneii, C KOTOPLIMU Bbl XOTMTE NMOACAUTLCA
test
Her obutero poctyna Beeaure uma u Haxmure kHonky "floBasuts” ambo ucnonssyiite CTpenky Ans NOMCKA ONPEAENEHHOTO
nons3o0sarens,
Ceresoit nyTo:
Her ofwero soctyna
t I v HoBaeute
| OBwwi gocTyn... J
Vima Ypoeenb paspewsenuii
Pacusperran HacTpofika obuwero aocTyna 2, Augpeit Pycutos (andrey@rusinov.name) Bnageney
MpenocTaenseT NoNb30BaTENbCKUE PA3PELEH) 2 Bee et sanneate
oBluve NanKy 1 3303€T APYTHe RONONHUTENBHSI
obuero gocTyna.
i mepman HacTPOMKa... 1
3awmra naponem
Mo Tenu, He UM YHETHOM SaNMCH 1
ITOrO KOMNLIOTEPA, UMEIOT A0OCTYN K Nankam, a4
ANA BCEX. MpoBnembr npu npeaocraenennu obuiero gocryna
Namernmo 3107 napameTp moaHo Yepes Lenmo
ceTamm 1 oBLmMM A0CTVIIOM.
| Oﬂonenmca } [ Otmena ]
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B ocHOBHOM OnepauMOHHOM CUCTEME B aIpECHOM CTPOKe MpOoBOAHMKA BBeCcTU |P-agpec
BMPTYya/IbHOM MalMHbl, Hanpumep \\192.168.163.128. Mpu NpaBUIbHOM HACTPOMKE MOXKHO
YBUAETb Nanky «test», B KOTOPYI MOXKHO 3anMcaTb M YAaNMTb pasivuHble (anbl 1 manku.

| » Cers » 192168163128 » g
b v LlenTp ynpaenesns ceramm 1 obLUM A0CTYNOM

ce } test

e “‘,;‘ OBuias nanka

Hue mecta

MpakTnuyeckasn pa6ora N2 24. NMoaroToBka kabens ana coeaMHEHNs KOMMNbIOTEPOB

MocTpoeHue noKanbHOM ceTu. MoAroToBKa Kabens Ans CO3jaHMA CETU.

Heo6X0AMMO COEAUHUTL POyTEP M KOMMbloTep. ANs npoBeAeHMs NpaKTMYeCKon paboTbl
NnoHagoomTCa:

+ BWTan napa 5-M Kateropuu,

+ KOHBEKTOP (OH e AXeK-pa3bém, ctaHgapT RJ 45, nan 8P8C — 8 positions 8 contacts);

* CneuuanbHble YHUBEPCa/bHble 00XMMHble Kaewwm ana RJ 45 (kpumnep).

CneuymanbHble YHUBEpPCa/bHble 06XKUMHbIE Knewwu ana RJ 45 (Kpumnep), Kak npasuio, co-
Aep:KaT B cebe 3eMeHTbl 414 06pe3aHnsa NPOBOAA U €ro 3a4MCTKM, MO3TOMY HOX MM KYCayuKM He
NnoHaao6aTCA.

BuAa 06:KMMHOrO MHCTPYMEHTA

JTanbl 06XXMMKM NMPOBOAA.
1. CHATME BHELLHEN 060/104KM Kabens (rnaBHOe — He NoBpeAnTb 060/104KY TOHKMX NPOBO-

[0B).
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2. PacKpyTuTb BCe Mapbl MPOBOAOB, PaCNONOXMUTb UX B HYXKHOM NOpAAKe (B COOTBETCTBMM
CO CxeMoM 063kmMa). Mocne BbINpAMMTL NPOBO/A, HE HApYLWIMB PAcKNaKy NpoBOAOB, M 06pe-
3aTb NPOBOJA MO OAHOM JIMHWUM (BbICTYN MPOBOZAOB OT OCHOBHOIO 3aLLMTHOIO KOXYXa NpMMmep-
HO 1—1,3 CM).

1 T 6eno-opanxesbiii Geno-zendubiit | — 1 1 |
2 == Eopaumseuﬁ 3enéubin [ 2
3= = ;Geno-senénblﬁ Geno-opanxesbin 1 3
4 |cuHuA CUHWN 4
5 [ T Geno-cuHmin Geno-cunvin | [T §
6 !3enénb|ﬁ opaHxXeBblt| 1 6
7 N = Iﬁeno-xopwwaeablﬁ 6eno-kopvyHesoit Il 7
8 I :KOpMHHeBbIﬁ KopuuHesblvi N 8

Cxema 063KMMa
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3. YCTaHOBMTb NpOBO/A B KOHHEKTOP TaK, YTOBbl BCE NPOBOAA MOJIHOCTLIO BXOAUIM B KOHHE-
KTop. ELLé pa3 npoBepuTb MO LiBETaM, NpaBM/IbHO /1M pacrnonaraloTca NpoBoja B KOHHEKTOPE.

w= help-Wifi.com

4, BcTaBUTb KOHHEKTOP B KPMMNEP U MeAJIEHHO 06XaTb Kabesb, CX1Mas pyyuku. CxaTb pyuy-
KM KPpUMNEePa HYXHO CUJIbHO.

s help-wifi.co

5. MNpoBog rotos.

Mpogenatb aHaNOrMYHO C APYrMM MPOBOJOM.

6. Mocne 06XMMKM NPOBEPUTb NPOBOJ C MNOMOLLbIO TecTepa (nNpu Haamumm). lMposepka ¢
MOMOLLbIO TecTepa Mo3BONAET MPOBEPUTbL MPaBMIbHOCTb PacKlaZiKM NPOBOJOB, a TaKXe Bbl-
ABUTb NMPO6AEMbI B MPOXOXAEHUM CUTHANA (pa3pbiB COEAMHEHUA).

7. CoeMHUTb KOMMbIOTEP CAeNlaHHbIM MPOBOAOM K poyTepy. PoyTep aBTOMaTU4YeCKH pas-
AacT IP-agpeca nogKN0YEHHBIM KOMMbIOTEPaM.

8. MpoBepuTb MOAKNOYEHME K JIOKaNbHOM CETM C MOMOLLBI KOMaHAbl «ping». HaxaTb
KHOMKY «[TyCK» 1 BblopaTb KOMaHAy «BbinonHuTe», BBeCTU «cmd». B OTKpbIBLIEECA OKHE (pe-
¥uM «10C») BBECTM KOMaHAy «ping 8.8.8.8» (ecnu ceTb He noakYeHa K ceTn MHTepHeT, To IP-
aZipec yKaxeT npenojasatefib) U HaxaTb «Enter». PesynbTaT KOMaHAbl NOKa3aH HUXe.

C:\Users\andre>ping 8.8.8.8

naketamu ¢ 8.82.8.8 no ¢ 32 6aWTaMu [aHHLIX:
yucno 6anT=32 BpemAa=22mc TTL=128
: 4ucno BanT=32 BpemA=22MC TTL=128
: uucno 6auT=32 rpema=22mc TT1 =128

: yucno 6anT=32 spema=22mc TTL=128

Ctatuctuka Ping ana 8.8.8.8:
MNakeToB: OTnNpaeneHo = 4, nony4YeHo = 4, NOTepAHO = ©
(0% noTvepb)
MpubnuauTensHoe BpemMa npuema-nepeaayn B MC:
MuHuManbHoe = 22Mcek, MakcumanbHoe = 22 mMcek, CpegHee = 22 mcek

an OTCYTCTBUU COe€MHEHUA 6yp,eT BbIB€4EHO COO6LL|,€HM€ <<npeBbIUJeH MHTEPBaa ANA
O0XunaaHMA 3anpoca».
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MpakTnueckas pa6ora N2 25. 0630p HacTpoek poyTepa,
ontuMusaumsa pabortbl Wi-Fi-ceTn

HacTpouTb poyTep Ha aBTOMATMYECKYyHl pa3fadvy HacTpoek (Bkawoume dhcp-cepsep).

AN BbINOSIHEHWA 3aJaHKUA NPeAJ/IaraeTcs UCMNOoJIb30BaTh J060M U3 CUMYIATOPOB aAMUHM-
CTPaTMBHOM NaHENM poyTepa. BHMMaHMe: CUMYNATOPbI HE COXPAHAIOT U3MEHEHMSA, a MO3BONSA-
0T TO/IbKO 03HAKOMMTLCA C 6a30BbiM (DYHKLMOHAIOM poyTepa.

Cn1CoK 3MynATopoB:

. https://emulator.tp-link.com/Archer-C7_RU/Index.htm
. https://emulator.tp-link.com/Archer-C9/Index.htm
. https://emulator.tp-link.com/Archer-C9_V3/index.html
. https://emulator.tp-link.com/C50V3_RU_Emulator/index.htm
. https://emulator.tp-link.com/ax11000-v1-eu/index.html
. https://event.asus.com/2009/networks/dummy_ui/ru/index.html
. http://zyxel.net.ua/emulations/zyxel_keenetic_giga/default.htm
. http://routers.nvbs.ru/zyxel/NDMSv2_by_Anna/status.html
. http://em.dlink.ru/emul/DIR-620AE_gray/

10 http://em.dlink.ru/emul/DIR-620AE/#start/storlnfo

11. http://simulator.tendacn.com/AC9v3/

12. http://simulator.tendacn.com/AC9v3/main.html

MUcnonb3oBaTb A/18 HAaCTOMKKM amynsaTop https://emulator.tp-link.com/Archer-C9_V3/
index.html.

HacTpo#ka poyTtepa.

3apaHue 1. 03HaKOMMUTbCA C GbICTPbIMM HACTPOMKaMM poyTepa, HacTPOUTb pPoyTep MO Hu-
e NpMBeAEHHDBIM JaHHbIM.

BBOAHblE AaHHble ANS GbICTPOM HACTPOMKM:

+ lMoaknioyeHne K UHTepHeTy ocyuwecTBnfeTca aBTomatnyeckn (dhpc-cepsep pasgaért au-

Hamuuyeckmm IP-agpec).

+ /loMa ecTb HECKO/IbKO 6eCnpoBoAHbIX YCTpoMcTB Wi-Fi.

3apaHme 2. M3MeHUTb Maposib A0CTyna K 6ecnpoBoAHOM ceTu. [pouecc M3MeHeHUs mapo-
NS HYXKHO 3aMKCMPOBaTb CKPMHLLOTOM M COXPAHMTb CKPMHLUOT Ha KOMMNbIOTEP.

KntoyeBble HaCTPOMKM:

+ Bepcua npotokona 3awmtbl: WPA2-PSK (WPA2-Personal).

+ Kanan: 10.

+ MowHoCTb NepeaaTyMKa — HMU3Kas.

MpuMep HacTpoeK NpUBEAEH HUXKE.

N OO NOUT A WN =

BecnposoaHoi pexum 2,4rTy | Sy

[ Brnwouwts Secnposogroe sewanne
Wms Gecnposogwon cetn (SSID): TP-LINK_S57ES [J Cxpbits SSID
Sawwmra: WPA/WPA2 - Personal (pexorenayercs) v
Bepcwa: O Asto O WPA-PSK @ WPA2-PSK
Wndposanue: ® aeto QO TKIP QO AES
Napons: 12345670
Pexum: 802.11b/g/n crewans w
WupuKa Kanana: 40Mry v

Kawan: 10 v

MOWHOCTL NepesaTumKa: ® Huzxkan QO Cpegusas O Buicokas

COXpaHUTb CKPMHLLOT Ha KOMIblOTepe.
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3apaHue 3. OnpefennTb HamMbonee CBOGOAHbIM KaHa/ll C NMPUIOKEHWMEM ANA aHa/M3a
Wi-Fi-curnanos.

Bocnonb3oBaTbCs 0HOM M3 NPOrpaMMm:

+ With Homedale (https://www.the-sz.com/products/homedale).

+ WifilnfoView

(http://www.nirsoft.net/utils/wifi_information_view.html#DownloadLinks).

MUcnonb3oBaTtb AnA aHanusa npunoxenne «With Homedale».

Kak npaBunio, B MHOrOKBapTUPHOM JOME MW B 3aHWM, FAe pacnosiaraeTca MHOXeCTBO
oucoB, 0IHOBPEMEHHO paboTaeT MHOXecTBo Wi-Fi-ToueK. Ana HAaCTPOMKM MOAKIYEHUS
Wi-Fi He06x0AMMO BbIGpaTh CaMblid CBOBOAHBIN KaHa. BbiCTaBUTb HOMEP KaHa/a B 3aBUCMMO- CTU
oT cuTyaumm B admpe. Ana kaHanos 20 MI'y oanu u3 1/5/9/13, a ana 40 MI'y im6o 1, ambo
13. Bbi6op Apyrmx KaHasioB 6yaeT npuBOAMTb K Nioxon paboTe ceTu y Bcex! Pekomenay- etcs
BblOMpaTb OAMH BapuaHT npoTokona Wi-Fi. B npuBefEHHOM HMXKe npumepe LWMpMHa KaHa-na 20
My 1 9-1 KaHan cBo6ozeH. TakMm 06pa3om, HEOOXOAMMO BbibpaTh 9-M KaHal KaK Hau- MeHee
3arpyKeHHbIN.

€ Homedale [1.95] . e —— - — . (=TS X
[ 1= Aganrepst () 17 Touxu aoctyna | () Ipadux curnana rouxu gocryna ) Uacrora ucnonszosamua | @ Pacnonoxcenue liw Hacfpeﬁm‘]
“ 3amerxa Pexomenayembiii Kanan Cocrosnue Wupunra &
;'-UNK 150Mbps Wireless N Ada... 13 MoakntoueHHan Touka gocTyna, .. 20 MHz
;'-I INK 150Mbps Wireless N Ada... Kanan antumanssniii 20 MH>
-LINK 150Mbps Wireless N Ada... 1 20 MHz
-LINK 150Mbps Wireless N Ada... 1 20 MHz
|'~LINK 150Mbps Wireless N Ada... 1,2 20 MHz
{-LINK 150Mbps Wireless N Ada... 1 20 MHz
-;'»LINK 150Mbps Wireless N Ada... Kaman ontumansHeii 40 MHz
|'-LINK150Mbps Wireless N Ada... Kanan ontumansHbii 40 MHz
1'-UNK150Mbps Wireless N Ada... 1,9 40 MHz
'-LINK 150Mbps Wireless N Ada... 1 40 MHz
';'-LINK 150Mbps Wireless N Ada... 8 40 MHz
'-LINK150Mbps Wireless N Ada... 9 40 MHz
[*“LINK150Mbps Wireless N Ada... 1 40 MHz
['-LINK 150Mbps Wireless N Ada... 1 40 MHz
-LINK 150Mbps Wireless N Ada... 1 40 MHz
I'-LINK 150Mbps Wireless N Ada... 1 40 MHz
-LINK 150Mbps Wireless N Ada... 1 40 MHz
L J L m | 7’ )
Q
www.the-sz.com [ Auto Refresh ] I O6HoeuTs ] [ Buixoa l

B Kaxxaom cnyyae Bo3MOXKHa MHas cuTyaums. Heo6xoauMo npoaHaiM3upoBaTh CBOK CUTY-
auMIo M BbIGpaTb ONTUMasbHbIM KaHan. HacTpouTb amynaTop poytepa. CoOXpaHUTb CKPUHLLOT
nporpamMmsbl «With Homedale» 1 CKpMHLIOT HAaCTPoEK poyTepa.
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Tema 11. JlokanbHble ceTu. lpoTOKONbI Nepefayuv AaHHbIX.
[loMeHHas cucreMa UMEH

PekoMeHayeMoe KONMYeCcTBO YacoB Ha AaHHy TeMy — 1 vac.

MnaHupyembie pe3ynbTaThbl

MpeamMeTHble: npeacTaBieHne 06 opraHu3aumMm U GYHKLUMOHMPOBAHUM KOMMbIOTEPHOM
ceTu MHTepHeT; npeACTaB/eHMe O MPOTOKOAX Nepeayn AaHHbIX, O JOMEHHOM CUCTEME MMEH.

MeTtanpeaMeTHbIe: npejcTaB/ieHMe O KOMMbIOTEPHbIX CeTAX, 06 0bMeHe M pacnpocTpa-
HEHWU MHPOPMaLMKU B KOMMbIOTEPHbIX CETAX.

JINYHOCTHbBbIE: NOHWUMaHME POSIU MH(DOPMALMOHHbBIX MPOLECCOB B COBPEMEHHOM MMPE;
npeacTaB/ieHne 0 chepax NPUMEHEHMS KOMMbIOTEPHBIX CETEM B pa3/IMYHbIX chepax AesTe lb-
HOCTM YesloBeKa.

O6opynoBaHMe U MaTepuasbl: KOMNbOTEP, NPEe3eHTaLMOHHOE 060pyA0BaHME.

KpaTtkoe coaepxaHue. [loHATHE «JOMEHHOE UMSA», AOMEHHaA cucTema MMEH (DNS, DNS
Security Extensions), CTpyKTypa AOMEHHbIX CUCTEM MUMEH, NOJIHOE MMA AomeHa. [pakTMyecKas

pabota Ne 26.
MpoToKo/ibl Nepefaym AaHHbIX, cTek npotokosioB TCP/IP, MapwpyTtusaums.

MpakTnyeckasn pa6ora N2 26. NMouck IP-agpeca Nno JOMEHHOMY UMEHM

CaMbIM NpOCTOM M BbICTPbIM cnocob y3HaTb IP-agpec No JOMEHHOMY MMEHM — 3TO BOC-
NoJIb30BaTbCs KOMaHAOM «ping». ANs 3anycKa 3TOM KOMaHAbl HE06XOANUMO C MOMOLLbHO

KOMaHJbl BbINOJIHNTb

MpoeoaHuk

Hawntn

Boinonnuts

3asepLueHue paboTbl U |

Pabouui cron

3aI'IyCTMTb KOMaHAHY CTPOKY C NOMOLLbIO KOMaH/AblI «cmd».

2 BbInoAHWUTL X
Ajf BBEAHTG umMa nporpaMMbr, nankw, onymem'a wnun pecypca
=/
=4 WHTepHera, xoTopble TpeByeTcsa oTKpbITh.
OtkpbiTe: l cmd v

v Otmena 0O6z0p...
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C:\Windows\system32\cmd.exe

Microsoft Windows [Version 10.0.19042.928]
(c) Kopnopauusa Matikpocodt (Microsoft Corporation).

C:\Users\andre>_

BBecT KoMaHay «ping AOMEHHOe MMSA», Hanpumep «ping ya.ru».

C:\Users\andre>ping ya.ru

06MeH nakeTamu C ya.ru [87.250.250.242] c 32 6aWTamu QaHHbIX:

IP-agpec gomeHHOro Mmenu ya.ru 87.250.250.242.
Hantn camoctostenbHo IP-agpeca nobbix TPEX AOMEHHBIX MMEH.

Tema 12. JlokanbHble ceTu. MpoTOKO/IbI Nepeaayn AaHHbIX.
DNeKTpPOHHasA nourta

PekoMeHayeMoe KOAMYeCTBO YacoB Ha AaHHyto TeMy — 1 vac.

MnaHupyemble pe3ynbTaThbl

MpeamMeTHble: npeacTaBiaeHne 06 opraHM3aumMu M GYHKUMOHMPOBAHMM KOMMbIOTEPHOM
CeTn MHTepHeT; NpeACTaB/IeHMEe O NPOTOKOIAX Nepeayn 31EeKTPOHHOM NOYTbl, METOZax 3ally- Tbl
3N1EKTPOHHOM MOYTbI.

MeTtanpeaMeTHbIe: npejcTaB/ieHME O KOMMbIOTEPHbIX CeTAX, 06 06MeHe 1 pacnpocTpa-
HEeHUU MHDOPMaLMM B KOMIMbIOTEPHbBIX CETAX.

JINYHOCTHbIE:! NOHWMaHME POIU MHGMOPMALMOHHbBIX NPOLECCOB B COBPEMEHHOM MMPE;
npeacTaB/ieHne 0 chepax NPUMEHEHMS KOMMbIOTEPHBIX CETEM B pa3/IMYHbIX chepax AesTeslb-
HOCTU YesioBeKa.

O6opynoBaHMe M MaTepuasbl: KOMNbOTEP, NpPe3eHTaLMOHHOE 060pyAoBaHHE.

KpaTkoe copepxaHume. MpuHUMN paboTbl SNEKTPOHHOM MOYTbI. 3HAYMMOCTb 31EKTPOH-
HOM NOYTbl B COBPEMEHHOM MUpe. Cnocobbl 60pb6bl C NOAAENbHBIMU 31EKTPOHHBIMK MUCbMa-
mu (SPF, DKIM). Mpotokonbl POP3, IMAP, SMTP. MNpoToKkonbl ¢ wudposaHnem SSL/TLS. MMo-
YTOBbIM KAMEHT. 0630pbl MOYTOBbIX KAMeHTOB. LUndpoBaHMe nucem, uudpoBas NoanMCh
(openpgp, s/mime). MpaKTnyeckan pabota Ne 27.

MpakTnueckas pabora NQ 27. HacTpoika NOYTOBOro K/IMEHTa

CKayaTb M YCTAHOBMUTb MOYTOBLIM KAMEHT «Thunderbird» caiTa npousBoaMTENs (CCbl/IKA:
https://www.thunderbird.net/ru/) uav U3 nokanbHOM CETM yUYpEKAEHMS.

Co3aaTtb No4Ty Ha 1l060M NoYTOBOM cepBepe (mail.ru. yandex.ru, gmail.com 1 ap. (ecim
yXKe ecTb MoyTa, TO MOXHO He CO3aBaTb, HO B LENAX JIMYHOM 6E30MACHOCTM MOC/E HACTPOMKM
MOYTOBOr0 K/MEHTa PEKOMEHAYETCA YAANMUTb YYETHYIO 3anuCb M3 MOYTOBOrO KaueHTa)). Mpume-
pbl HACTPOEK NOMYAAPHbIX MOYTOBbIX K/IMEHTOB:
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CUCTEMHOE AAMMWHUCTPUPOBAHME Sermsosan aerenrves D 2 4
a2 (’\S:b 2
CepBep CepBep CepBep
MpoBaiipep | wucxopaswen MopTt BXoAsALLen MopT BXoAsALLen MopT
noyTbl nouTbl imap
Moot Ans MopT ans MopT ana
Mail.ru smtp.mail.ru P A pop.mail.ru | SSL/TLS: imap.mail.ru | SSL/TLS:
SSL/TLS: 465
995 993
Mopt gna | . MopT ana
Yandex.ru smtp.yandex. Mopt ;.um pop.yandex. SSL/TLS: imap.yandex. SSL/TLS:
ru SSL/TLS: 465 ru ru
995 993
MopT ana
smtp.gmail. SSL: 465 pop.gmail. MopT ans imap.gmail. MopT ana
Google.com com Mopt ana TLS/ com SSL: 995 com SSL: 993
STARTTLS: 587

BHumaHue!

Ecan BroYeHa ABOl:'iHaFI aBTOpu3aumA, 10, KaK npaBuio, A9 MCNOJIb30BaHMA MPO-
rpaMM HYXHO C034aTb CI'IeLl,MafIbeIlji napoJib AnaAd I'IprIO)'KeHMlji B HaCTpOﬁKaX BaLLew
NoYThl.

O6bI4HO NOYTOBbLIE K/IMEHTbI Y€ CaMOCTOATEJ/IbHO HAaCTpanBatlOT NPOTOKOJ1bl ANA nonynAap-
HbIX MOYTOBbIX cny>|<6 N YYUTbIBAKOT ABOﬁHle aBTOpM3almio, BI-(J'IPO‘-IéHHYPO B rno4re.
BBecTn B OKHe AaHHble AN AOCTyMNa K no4re:

Bawe uma: Angpeii Pycuros

Agpec 3. NouThbI: asrusinov@mail.ru

Mapone: eescsecscecesessceee (4]
3anompuTL Naposib
/ KoHdurypauua HaligeHa y NpoBaiaepa 3NeKTPOHHOIM NOYTbI
Mpotokon: o IMAP (yaanéuueiii gocTyn k nankam)
POP3 (xpaHuTs NOUTY H3 BaLLEM KOMNLIOTEPE)
Bxoaawyas: m imap.mail.ru SSL
Ucxoanwan: smtp.mail.ru SSI

Wma nonszoearena: asrusinov@mail.ru

HaxaTtb KHOMKy «[pofo/ikuTb>. MpW BKAKYEHWMM JBOMHOM aBTOPM3alyM MporpamMma nepe-
HanNpaBWT Ha CalT NpoBakaepa, rae HeobxoanMo ByAeT BBECTH AaHHble A1 aBTOPM3aLMM K
3/IEKTPOHHOMY MOYTOBOMY ALUMKY. [Py yCNewHoM CO3A4aHMM B OKHE MOYTOBOM MpOrpammbl no-
ABMTCA NouTa.

G Monyunrs v # Cosgare QJUar  §2) Agpecrian knura \ © Memz v | 'Y Boictpoiii punstp
Vv G2 asrusinov@mail.ru
3 Bxoaswwme (1)
@ Ucprosuxu

<« Omnpasnennsie

) Cnam

Q’ ﬂHenpoqmannue ﬁ'BeesAoqna @Kom‘am Q Mer
t x @ Tema oo
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Cpeau Apyrux 0CO6EHHOCTEN HEKOTOPbIX NMOYTOBbIX KIMEHTOB MOXKHO OTMETMTb (PYHKLMM
CKBO3HOI0 LWMMPOBaHMA NUCEM.

JononHutenbHoe 3apaHue

Co3zatb cepTudMKaT «opengpd» M OTNPaBUTb MUCbMO PAAOM CUASLLEMY YYEHMKY C
3/1IEKTPOHHOM MOAMNMUCHIO.

Ana co3pgaHua cepTUdMKaTa HEOBXOAUMO HaXKaTb MPaBOM KHOMKOM MbIIM HA UMA 3JIEK -
TPOHHOM MOYTLI M BbiGpaTh NMYHKT «[lapaMeTpbl», Aanee Bbib6paTh «CKBO3HOE LMbpoBaHUE»
M HaxaTb KHOMKY «/l06aBWTb K/toY». B nosBMBLIEMCA OKHe BbibpaTh «Co34aTb HOBbIM K/OY>.
B HOBOM OKHe 3aJjaTb HAaCTPOMKM Ktoya (ANS Y4EOHOro MCMO/Ib30BaHMS PEKOMEHAYETCS CO-
34aTb KOY CO CPOKOM ZeMCTBMA 1 AeHb (MW MCMOb30BaHMM LIMGPOBAHKUSA B OpraHU3aumm
peKOMeHJyeTCs BblGMpaTb CPOK AEMCTBMA KAtoua oT 12 mecsues)). MpUMEpP HacTpoek KAtoua.

Cozpats knrou OpenPGP

JInunoct  Augpeii PycuHos <asrusinov@mail.ru> — asrusinov@mail.ru

Cpok aeiicTBuA Knroua

OnpeaenuTe CPOK AEHCTENA BALLUErO HOBOFO CrEHEPHPOBAHHOTO KNoua. Mo3XKe Bul MOXKeTe ynp|

npoannTe €€ npyu Heo6xoaUMOCTH.

@) CpoK AgiicTBIA KNKOYa UCTEKaeT Yepes AHeit v

Kniou He ucrekaert

[ ononHWUTEeNbHbIE NapameTpbl
Ynpaenexue A0NOAHUTENLHLIMU NapamMeTpamu sawero kaoua OpenPGP.

Tun KAoya: RSA v

Pazmep knova: 3072 v

Co34alb KM

Mocne co3gaHMa nUCbma OTnNpaBUTb NOANUCaHHOE NMMCbMO ApYyromy o6yqarou.\eMycn.

4 Ornpaeuts Ao Opdorpadua v i,ﬂﬁi”-!ﬁ v E) Coxpauute Vv

TexHonorua wudposaHua
Or  Amuppeii Pycunos <

® Hewudposars

Komy | rusinovas@ Tpebogars wudposanns
v
Tema | test Moanucate 310 coobuyeHne
v [NpukpenuTb MO OTKPBITHIN KAOY
ABzay Vv | | MNponopuuoH: P P

MpocmoTpers nHGOpMaLUUIO O 3aLuTe

test
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Azpecat nonyymT MMCbMO C OTMETKOM, YTO MUCbMO MOAMMCAHO LMPOBOM MOAMMUCHIO.

Ot A <asrusinov@mail.ru>

Tema test 13:40

Kony Mue <rusinovas@ > OpenPGP £

test

CnpaBouyHas MH(popMauus

Ana obmMeHa OTKPbITbIMM YacTAMU CepTUMMKATOB MEXAY HE3HAKOMbIMM MOJ/1b30BaTeNA-
MM MUCEM PEKOMEHAYETCA UCMO/Ib30BaTh NYy6MYHbIE CEPBUCHI OOMEHA K/l04aMM, Ha-
npumep cepsuc https://keys.openpgp.org/, nporpamma «Thunderbird> “meeT BO3-
MOKHOCTb MOMCKa KJ/IlOYEM HAa JaHHOM CepBepe.

Tema 13. JlokanbHble ceTu. NMpoTOKO/bI Nepefayn AaHHbIX.
Web-cepsep, ftp-cepsep

PekoMeHayeMoe KONMYeCcTBO YacoB Ha JaHHy TeMy — 2 vaca.

MnaHupyembie pe3ynbTaThbl

MpeameTHble: npescTaBaeHMe 06 opraHM3aumu M HYHKLMOHMPOBAHUM KOMMbIOTEPHOM
ceTu MHTepHeT; npeAcTaB/ieHHe 0 PyHKLMOHMPOBaHWM CalToB M ftp-cepBepos.

MeTanpeaMeTHbIE: nNpeAcTaBieHME O KOMMbIOTEPHBIX CETAX, 06 0OMEHe 1 pacnpocTpa-
HEeHWU MHDOPMaLMM B KOMMbIOTEPHbBIX CETAX.

JINYHOCTHbIE:! NOHWUMaHME PO MH(HOPMALMOHHbBIX MPOLECCOB B COBPEMEHHOM MMPE;
npeacTaB/ieHne 0 chepax NPUMEHEHMS KOMMbIOTEPHBIX CETEM B pa3/IMyHbIX chepax AesTelb-
HOCTM YesioBeKa.

O6opyaoBaHne M MaTepuanbl: KOMMNbIOTEP, MPe3eHTaLUOHHOE 060pYyAOBaHUE.

KpaTkoe copepxaHume. [loHaTue «web-cepsep», KIMEHT web-cepBepa, dyHKLUMK web-
cepBepa, 0630p web-cepBepoB, MPMHLMMN PaboTbl XOCTMHra CaMToB. BbinosHeHMe npak-
TUYECKoM paboTbl Ne 28.

MoHaTHe «ftp-cepsep», dyHKUMM ftp-cepBepa, pasrpaHMyeHUA YpoBHA JocTyna K ftp-cep-
Bepy, 0630p nporpamm Asis co3ganus ftp-cepsepa. BbinonHeHue npakTMyeckon paboTtbl Ne 29.

MpakTnyeckasn pabora N2 28. YcraHoBka web-cepBepa

Ana npoBeAeHMs NpaKTMYECKOM paboTbl MpejAnaraeTcs yCTaHOBMTb Mporpammy «Small
HTTP server». MNMporpammMa pa6oTaeT noj yrnpaB/iEHUEM OnepaumoHHoM cuctembl Windows,
Linux. Ccbinka Ha nporpamMmy: https://smallsrv.com/.

Lienb npakTMYecKkom paboTbl.

YCTaHOBMTb MpOrpaMMmy Ha KOMMblOTEpPE, BKAOYMTL cheaylowmi dyHKuMoHan: ftp-cepsep,
http-cepsep.

YCTaHOBWTb Nporpammy, Mpu yCTaHOBKE MpOrpammbl BblopaTb MyHKT «ABTO3arpyska-.
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331; Ycranoska Small HTTP server 3.0 - X

I'luueuana Ha MCNoNb30BaHKME 1 PACNPOCTPaHEHNE
nporpammHoro npoaykTa “Small HTTP server” 3.06

1. Bce asiopcrme npasa na nporpammnbi npogyxt "Smell HTTP server”
npuHaanexat asTtopy - Makeumy PeokmcTosy. B coctas nporpaMmMHoro
NpoayKTa MoxeT BbiTb BCTpoeHa bunuoteka "MD5 Message-Digest Algorithm™
aBTOpPCKUE Npasa Ha KoTopyto npuHaanexat "RSA Data Securty, Inc.”

2. AsTOp ocTaBNRET 3@ COGOV NPaBO OTMEHUTL ASACTBME RAHHOM MMUEH3UM
ang nloborn 3 cnenyowmx sepcvi “Small HTTP server”.

3. lporpaMmoit MOXHO MONb30BATLCH HE OFPAHMYEHHO AONrO.

[V A cornacen ¢ a7oit nuueH3mel, BO BCex NyHKTax.
Katanor

|c:\shttps I D

[V Cospams nyHkT B Merio "Tyck”. WV "
AQMUHUCTPATVBHDBIA BXOA:

Jra BEPCUA BKMIOY3ET yaanerHoe apMuHncTprposanue. [na aoctyna, Heobxoammo
CO3A3To GKayHT. ﬂocne YCTGHOBKM Bbl CMOXETE noﬁaanmb. MEHATL, v yA3NRTL
nobbie aKayHTI.

[admin |

YctaHosute I Omvena NeuHcTanaums

Mocne YCTaHOBKM 3anyCTWTb MPOrpamMMmy 4Yepe3 MeHK «[ycK».

B coaepkanue
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CUCTEMHOE AAMWHWUCTPUPOBAHMWE cemsusntrosunsrororo | J

Mpu NepBoM 3amycKe paspelnTb AOCTYN MPUAOKEHMI0 http.exe (paspeluTb BO BCeX CETAX
M HaXkaTb KHOMKY «Pa3pelumTb 4ocTyn»).

‘ Onosewenne besonacHoct Windows X

BpaHamayap 3awutHyka Windows 3a610kupoBan HeKoTopble

GYHKLWM 3TOTO NPUAOXKEHMUS

Bpanamaysp Sawvrrnka Windows sabnoxmposan nexoropeie Gyrnxwm hitp.exe so scex
0BLUECTBEHHBIX M YACTHLIX CETAX.

::.'i'" Wna: http.exe
b e WsnaTens: Heussectro
NyTs: C:\shttps'\http.exe

PaspewnTs http.exe csasb B 3Tux ceTax:
M YacTrbie ce, Hanpimep, aoMawkss wm paboyan ceTo

[V] ObuiecTserHbie ceTy, HanpuMep B 33pONOPTaX U Kade (He pexoMeHayeTcs,
TaK KaK TaKMe CETY 3343CTVIO 3alUMULEHb! HEAOCTATONHO MAM HE 33WMILEHE! BOBCE)

@ razpewnts noctyn OTMeHa

Mocne yCTaHOBKM NpaB AOCTyna CBEpHYTb NpOrpamMmy cepeepa C MOMOLLb0 KHOMKK «CBep-
HYTb».

=
5% Small Server

IP - country base loaded
Load shs_lang.cfg; 43740

Lang element 'S3eCAN__T_SE' not found
Small HTTP Server ver. 3.06.20

by Max Feoktistov

E-mail: support @smallsrv com

(C) 1995-2021

MDS5 cashe function derived from the RSA Data Secuiity, Inc. MDS Message-Digest Algorithm

l|Root dir=C:\shttps\www def=index.” port=80 Number of connections=16

Mo yMonyaHuio web-cepBep 3amnyckaeTcs aBTOMATM4eCKM, (annbl cepBepa pacrnosiaratTcs
no cneaywowemy nytu: C:\shttps\www .

OTKpbITb 6JIOKHOT, BBECTH pasy «test http», coxpaHuTb dain noa umeHeM «index.html» B
nanke C:\shttps\www .

B conepxkaHune
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OTKpbITb 6pay3ep M BBeCTU CTPOKY http://127.0.0.1 . OTKpoOeTCA OKHO Crneayllero Bmaa:

@ 127.00.1 X

<« > C © 127001
test http

Web-cepsep ycnelHo yCTaHoBAEH, M CO3AaHa MpocTas CTpaHW4Ka CaMTa.

MpakTnyeckas pabora N2 29. YcraHoBka ftp-cepsepa

3aiTH B HAaCTPOMKM nporpaMmbl «Small HTTP server», HaxkaB Ha 3HA4OK NPaBOM KHOMKOM
MbIWK, aanee «Settings...».

Open Window

Settings...

Setting/Current state (browser)
Users & Virtual Hosts (browser)

Current statistics (browser)

Description (Local)
What new? (Online)

Restart

Send outgoing mail now

Reload host definition file
About

Exit

3anycTutb ftp-cepBep, CHSB rafKy € nyHKTa «3anpeTtutb ftp-cepeep».

I~ Banpenums FTP cepsep.(Hoobxomm nepesanycx)

Ycno omrospemento oGpatamsaemsix sanpocos.(Heol: ycx) lﬂlz [ﬂ

Mopt TCP/IP ann FTP<cepespa. Oberumo 310 21(Heobxomm nepesanycx) IE]

&
Tatmayr no -, B s Mo %;:zsm [60—|

B mMeHio npunoxenma «Small HTTP server» BbliopaTb «Settings...», ganee «Other» u
«Users».
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Bbi6paTb nanky, rae 6yayT pacnosnaratbcs dakibl ftp-cepBepa ANs KOHKPETHOrO NoJib30Ba-
Tensa. Co3gartb N0/b30BaTENA «USer» C MapoJieM «User» 1 yKasaTb nanky nosb3osatens (nanky
co3jaTb 3apaHee). /laTb No/ib3oBaTe/l0 NpaBa Ha YTeHMe M 3anmcb darnos («Read FTP» u

«Write FTP>).

Internet Explorer

@ AnA Bx0Aa Ha 3T0T FTP-CEpeep BseanTe MMA NONL30BATENR M N3PONSL,
5
b

|

FTP-cepsep: 127.0.0.1
Monb3oBaTens: [ user
MNapono: [ soe ol

|

NETKO NOANIOYATHCA K HEMY.

[7] ArormHbit BX0a

MNocne Bxona Ha FTP-cepsep ex! MoxeTe nobasuTe ero 8 'UsbpanHoe”, utobii

Otrena

B npoBoaHMKe HabpaTb SI0KanbHbIM agpec ftp://127.0.0.1. Beectn ma nonb3oBaTens u

napo/ib.

Mpu ycnewHom Bxoae 6yaeT BUAHA 6enas CTpaHuua.

m lhasHas
A = »
* B
W

3aKpenuTb Ha NaHenn KonuposaTto BCTasuTb

6uicTporo gocTyna El
bydep obmeHa

NoaenuTteca Bug

A ¥ Wnreprer > 127.0.0.1

, Mepemectnio 6 K Yaanuts

Konuposare 8 C - Mepeaum

YNOpPRAOHUTL

v &

3ra nanka nycra

CkonupoBatb Ha ftp-cepsep ntobble dannbl.

Ans foctyna K ftp-cepeepy M3 JIoKasbHOM ceTU HeobXxoAMMO BBeCTH IP-aapec KomnbloTe-
pa, rae ycTaHoBieH cepsep. Mpu paboTe M3 BUPTYaNbHOM MallMHbI AOCTAaTOMHO CBEPHYTb BMp-
TyasIbHyl0 MaLUMHY M BBECTU aZipec Ha OCHOBHOM OMEpPaLMOHHON CUCTEME.

Mpumep: ftp://192.168.163.128/

@/ ® » Unreprer » 192168163128

PUHTE ¥

paHHoe

Brpyzku
CABHUE MECT |

Google Chrome.Ink

pGounii cron -.1 test.txt

neDrive - FT6OY

- [ 4]l Mouer: 1921

‘ LibreOffice 7.1.Ink

B conepxkaHune
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Tema 14. JlokanbHble ceTu. AHOHUMHOCTb B ceTu. lpokcu-cepseep

PekoMeHayeMoe KONM4eCcTBO YacoB Ha AaHHy TeMy — 1 vac.

MnaHupyemble pe3ynbTaThbl

MpeameTHble: npeacTaBiaeHne 06 opraHM3aumu M HYHKUMOHMPOBAHMM KOMMbIOTEPHOM
ceTu MHTepHeT; npeacTaBaeHme 0 PYyHKLUMOHMPOBAHMKU ProxXy-CepBepoB.

MeTtanpeaMeTHbIE: npejCcTaB/IeHMA O KOMMbIOTEPHBIX CETAX, 06 06MEHe U pacnpocTpa-
HEeHWU MHDOPMaLMM B KOMMBIOTEPHbBIX CETAX.

JINYHOCTHbIE: NOoHMMaHME pov MHGDOPMALMOHHBIX NPOLECCOB B COBPEMEHHOM MMPE;
npeacTaB/ieHne 0 chepax NPUMEHEHMS KOMMbIOTEPHBIX CETEM B pa3/IMYHbIX chepax AesTe lb-
HOCTM YesioBeKa.

O6opyaoBaHne M MaTepuasnbl: KOMMNbIOTEP, MPe3eHTaLUOHHOEe 060pYyAOBaHUE.

KpaTtkoe copepyxaHue. [oHATME «proxy-cepeep», (yHKUMM web-cepsepa, Knaccudmka-
uma proxy-cepsepos (HTTP proxy, Socks (4 nau 5) proxy, CGIl Mpokcu, FTP proxy). Kawmpo-
BaHWe CTpaHuL, proxy-cepsepoM. 0630p nporpamm A5 CO34aHWA NPOKCU-cepaepa. BoinosHe- HUe
npakTuyeckom pa6otbl Ne 30.

MpakTuueckas pa6ora N2 30. YcTaHOBKa proxy-cepsepa

3aMTH B HacTpoMKM nporpammbl «Small HTTP server», HaxaB Ha 3HAa4Y0OK NpaBOM KHOMKOM
MbIWK, aanee «Settings...».

Open Window

Settings...

Setting/Current state (browser)
Users & Virtual Hosts (browser)

Current statistics (browser)

Description (Local)

What new? (Online)

Restart

Send outgoing mail now
Reload host definition file
About

Exit
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3anycTutb ftp-cepsep, CHAB ranky C MyHKTa «3anpeTuTb NPOKCU-CepBep», U HaxaTb KHOM-
Ky «OK» (Heobxoaumo y3Hatb IP-agpec KomnbloTepa, Ha KOTOPOM YCTaHOB/IEH cepeep (Ha-
npumep: 192.168.163.128)). MNMpu paboTe M3 BUPTYaNbHOM MalLUMHbI CBEPHYTb BMPTYaslbHYI0 Ma-
LUMHY, OTKPbITb 6pay3ep Google Crome. Ans HacTpolikmu HTTP-proxy B 6pay3epe Google
Chrome He06X0AMMO 3aMTH B HACTPOMKM Gpay3epa. BHM3y cTpaHMLbl HaXKaTb Ha KHOMKY «/o-
MOJIHUTE/IbHbIE», Janee BblopaTb «CUCTEMA» U «M3MEHUTb HACTPOMKKM NMPOKCU-CepBepa ANs
KomnbloTepa». Beectu IP-agpec cepsepa m nopt (3128).

\2l.x |

) Ceolicrea: Unreprer

oBepKa GesonacH

Obwme | Kondmaeryanonocrs f

e
Coneprave || Moaxnouersta | nporpames | fononwmenswo |

HbnaeHyranbHoC l

&) Hacrpoiixa napamerpos &ombnoﬁ cet g)a Ycranosuts
ABTOMATUYECKAR HACTPOIKA Binic
YT06b1 MCNOND308aTh YCTEHOBNEHHBIE BPYHHYIO NBPAMETPLI,
OTK/MIOHNTE 3BTOMATHHECKYIO HACTDOVKY.
{”] AsToMaTHyeCKOE ONpenenerste NAPaNEeTPOs
[T nenons308aTs CLEHAPIT 3BTOMATHHEOKONM HACTPOMKI Aobasute VPN...
Aapec =
Yaanuto...
|
(oK cenoeD HacTpoiika

@ Wnonb308aTe NPOXCGA-CEPEED AN NOKANbHLIX NOAKNKOHEHIS! (He
B NPUMEHRETCA ANS KOMNYTUPYEMBIX i VPN-NOAKMONEHMI),

Anpec: 192.168.163.12 Nopr: 3128

[] He uenons3082TH NPOKGI-CEPSED ANA NOKANLHLIX 3APECOS

HACTDOIKIA KOMMYTHDYEHOrO CORAUHEHHA
WENKHMTE KHONKY "HacTpoiixa”,
PACIONOKSHHYIO BRILS,

cTema

[poC HCTPORK U YA
eoHocHoro Mo

MWM ] [ nomersers

3anTn B 6pay3sepe Ha 1l060M camT. lMpu NpaBMIbHOM HACTPOMKE OTKPOETCA CaMT M B OKHE
nporpammbl «Small HTTP server» oTo6pasaTtca Bce AeMCTBUS.

ua

-y
2%, Small Server —

Content-Length: 0

Date: Sun, 25 Apr 2021 12:39:20 GMT

Expires: Sun, 25 Apr 2021 12:39.21 GMT

Last-Modfied: Sun, 25 Apr 2021 12:39:21 GMT

Location: https://ya.ru/

P3P: pol

1->25/04 15:39:20 [192.168.163.1:55011>3128] &6 104) >Proxy in:855 out:458

1->25/04 15:39:21 [192.168.163.1:55014>3128] &6 105)
CONNECT Ih3.google.com:443 HTTP/1.1
Host: Ih3.google.com:443

myvLannectinn- keen-alive
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CETb LEHTPOB LUM®POBOTO

CMCTEMHOE AAMMWHUCTPUPOBAHME OBPA3OBAHNS ETEM «IT-KYE»

Tema 15. JlokanbHble CeTM.
MporpamMmbl yaasEHHOro aAMUHUCTPUPOBAHUS

PekoMeHayeMoe KONMYeCcTBO YacoB Ha AaHHy TeMy — 1 vac.

MnaHupyemble pe3ynbTaThbl

MpeameTHble: npeacTaBieHne 06 opraHM3aumMu M HYHKUMOHMPOBAHMM KOMMbIOTEPHOM
ceTu MHTepHeT; nNpeAcTaB/ieHne 06 yAaNEHHOM NOAAEPIKKE NONb30BaTENEN.

MeTtanpeaMeTHbIE: npejcTaB/leHME O KOMMbIOTEPHbIX CETAX, 06 06MEHe U pacnpocTpa-
HEHUU MHDOPMaLMMN B KOMMbIOTEPHbBIX CETAX.

JINYHOCTHbBIE: NOHWMaHME POSIU MH(MOPMALMOHHbBIX MPOLECCOB B COBPEMEHHOM MMPE;
npeAcTaB/ieHne 0 chepax NPUMEHEHMS KOMMbIOTEPHBIX CETEM B pa3/IMYHbIX chepax AesTe lb-
HOCTU YesloBeKa.

O6opyaoBaHne M MaTepuanbl: KOMMbIOTEP, MPe3eHTaLUOHHOEe 060pYyAOBaHUE.

KpaTtkoe coaep)xaHue. loHATUe «yaanéHHOe ynpaBieHue KomnbioTepom». 0630p npo-
rpaMMm ANS YAANEHHOro yrpaB/ieHUst KOMNbloTEPOM (YAaNEHHBIM MOMOLLHMK, YAanEHHbIM pa-
60umm cton Chrome, Veyon, Real VNC, UltraVnc, AnyDesk 1 ap.). Mpaktuyeckas pa6ota Ne 31.

MpakTnyeckas pa6orta N2 31. YaanéHHoe ynpaB/iieHMe KOMNbOTEPOM

YpanéHHoe ynpassieHne KomnbloTepoM. CKavatb npunoxeHme «TightVNC» 1 yctaHOBUTb
ero Ha KomnbtoTep. lpu ycTaHOBKE BBECTM Napo/ib ANA YAaEHHOro A0CTyna.

TightVNC Server: Set Passwords

Please protect your TightVNC Service. Make sure to enter a password for remote access.
Also, it might be a good idea to use administrative password on multi-user systems.

Password for Remote Access
(O Do not change
(O Do not use password protection (DANGEROUS!)
(® Require password-based authentication (make sure this box is always checked!)

Enter password: D
Confirm password: E

Administrative Password
(® Do not change
(O Do not use password protection
(O Protect control interface with an administrative password
Enter password:

Confirm password:
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MocmoTpeTb IP-aapec KoMmnblotepa. Mpu paboTe B BUPTYa/IbHOM MALLMHE CBEPHYTb BUPTY-
a/IbHYI0 MallMHY M Ha OCHOBHOM CUCTEME 4yepe3 MeHIo «[lycK» 3amnycTMTb Nporpammy
«TightVNC Viewer» (nporpamma npeaapuTe/lbHO A0/IKHa ObiTb YXKe YCTaHOB/IEHa B CUMCTEME).
Yka3aTtb IP-agpec KomnbloTepa, K KOTOPOMY HEOOXOAMMO MOAKNOYMUTLCA, M HaXaTb KHOMKY
«Connect».

New TightVNC Connection IM
VNC server: 192.168.163.128 -| (]
(o (oo
#t () Low-bandwidth connection =
I —C *) Default connection options CW_J
9 High-speed network @

BBecTu paHee yCTaHOB/EHHbIM Naposib.

Standard VNC Authentication gﬁ

VNC Host: 192.168.163.128

: @t | Username:

VN_C Password: |

| ok | [ cance |

Mpy npaBuibHOM BBoAe IP-aapeca v nmapons nepej Bamu NosiBUTCA paboumii CTOSI KOM-
MbloTEPA, K KOTOPOMY Bbl MPOM3BE/IN MOAKJIHOYEHME.

Tema 16. JlokanbHble ceTn. 063op Windows-server.
3aKilounTeNnbHOe 3aHATHe

PekomeHayeMoe KOIM4YEeCTBO YacoB Ha AaHHYK TeMy — 1 yac.

MnaHupyeMble pe3ynbTaTbl

MNpeameTHble: npeacTaBieHne 06 opraHM3aumMu M HYHKUMOHUMPOBAHMM KOMMbIOTEPHOM
ceTn MHTepHeT; Hannuue NpeAcTaBieHUM 06 YAANEHHOM YNpaB/IEHUM IOKAIbHbIMU CETAMM.

MeTanpeaMeTHbIe: NpeACcTaB/EHME O KOMMbIOTEPHBIX CETAX, 06 0GMEHE U pacnpocTpa-
HEHMM MH(POPMALMKU B KOMMbIOTEPHBIX CETAX.

JINYHOCTHbBbIE: NOHMMAHME POIM MH(DOPMALMOHHBIX NPOLECCOB B COBPEMEHHOM MMPE;
npeAcTaBieHue 0 cchepax NPUMEHEHMS KOMNbIOTEPHBIX CETEN B pa3/IMUHbIX chepax AeAaTeNb-
HOCTM Ye/I0BEKA.

O6opynoBaHuMe M MaTepualnbl: KOMMNbIOTEP, Npe3eHTaUMOHHOE 060pYyA0BaHUE.

Kpatkoe copepxaHue. CepepHble onepauunoHHble cuctembl. Windows-server, Ubuntu-
server. ®yHKUMOHaN onepaumoHHon cuctembl (dhep, ldap, dns, LeHTpannsoBaHHOe 06HOBIE-
HUE aHTUBMPYCHbIX 6a3 M 0BHOBNEHMS A/1A ONepPaLMOHHOM CUCTEMBI, LIEHTPaIM30BaHHOE Xpa-
HeHMe JOKYMEHTOB M Ap.)
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Kanennapublii yueOnblii rpapuk Ha 2023-2024 yyeOHbIH 1o/

YueOHblii KouunuyectBo | [lara Kanuxy.Jibl
HEpHOA y4eOHbIx Haq;ma Hpomomx | Opranu3anus AeATeIbHOCTH
HEAEIb yueoHoro UTEeJIbHOC | MO OTAeJIbHOMY PACHUCAHUIO
nepuojaa

Th U IIJIaHy

1 monyronue | 17 Hemenb 01 centsa6pss | C 30.12 mo | C 30.12.2023r. o 09.01.2024

09.01 T. y4acTHe B OpraHU3aIiu
HOBOTOJTHUX MEPOIPHSTHIHA

2 monyroaue | 19 Hexenn 9 ssHBapA C24mas | 27.05.2023 — 14.06.2024 —

no 31 pabora nareps ¢ JHEBHBIM

aBrycra npeObIBAaHUEM JIETEH C
PaboTa 3aropoHbIX JETCKUX
03/I0pOBUTEIHHO-

o0pa3oBaTeNbHbIX Jlarepei
«JIykomopne» u «ComHeuHast
peciyOnuKa.

[TogroroBka u ydacrue B
TYpHHpaX, COPEBHOBaHMSIX.

[IpomomxutensHOCTh yaeOHOTO rona — ¢ 01.09.2023 no 23.05.2024 — 36 y4eOHBIX HElEb

Hal'lpaBJleHHﬂ BOCNIUTATEIbLHOM paﬁoTbI:

1.

I'pasicoancko-nampuomuyeckoe ocnumanue OCYIIECTBISETCS BO BpeMs palbOThI C
yyaliuMucs Haja mnpoekTtamu. IIporpaMmoii mnpenycMOTpeHBl 3aHATHS, Ha KOTOPBIX
ydamuecs paccyxnaioT Ha temy «l[laTpuot cBoeit cTpaHb».

Hpaecmeennoe u oyxoenoe eéocnumanue Tax e peanusyercs B nporecce ooyuenus. Ha
3aHATUSAX MEAaror MPUBUBAET YyBCTBO YBaXXeHUs U J1I00BU K Poaune, npupoae, KyapType,
ITHKE.

Bocnumanue nonoxcumenvnozo omuowienus K mpyoy u meopuyecmey — 3TO OYECHb
BAXXHOC HAIIPABJICHUC BOCTIIUTATEIILHOMN pa6OTI>I. B mauajre 3anaTus yJamuecsa roToBAT CaMU
cBoe pabouee Mecto. ITocne 3ansaTHii ydamuecs camMu yOuparoT cBoe pabouee MecTo:
COPTHUPYIOT KOHCTPYKTOp 1O (hopMe M BUIY JA€Tallel, MPH 3arpsi3HEHUH pabovyero MecTa,
IMPOTUPAIOT CBOM cTOA. TakuM 00pa3om, ydaluecs IpuydarTcs K Tpyay;
Hnumennexmyanvnoe eéocnumanue — TPOUCXOAUT Onarogapsi pacUIMPEHHUI0 Kpyrosopa
yUalmxcs;

300posvechepezatouiee 6ocnumanue — JI€TU HA TEPEMEHAX BBIXOMAT U3 KaOWHETa, U
AyIAUTOPUA MPOBETPHUBACTCA, HA IIEPEMEHE IICJaror npeaiiaract ydalumumMcs MmOoJABUKHBIC U

HAacTOJIbHBIE UTPbl. KpoMe Toro nmegaror KOHTpOIMPYET CAHUTAPHO-TUTHEHUYECKUN PEXUM
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B KaOuHETe, IPOBOAUT MpoduUIaKTHUEeCKHe Oecellbl 0 TOM, YTO 3a CTOJIOM HEOOXOIUMO
CUJICTh POBHO M HEJB3sl KAUaThCs Ha CTYJIe, MPOMAaranIupyeT 310pOBbIii 00pa3 *ku3Hu. Bo
BpeMsl YpOKa MPOBOIATCS GUKYITbTMHUHYTKH;

6. Couyuokynomypnoe u meouaxyibmypHoe 0Cnumanue — Heooxoaumo A GopMUPOBaAHUS
KJIFOUEBBIX KOMMETEHUUH JU4YHOCTH. C 3TOM ILENbl0 NPOBOJATCA MEPOIPHUATHS BHE
3aHSTHIA: y9acTUE B MacTep-Kiaccax, KOHKypcax, (heCTUBAISX.

7. Ilpasosoe eocnumanue u Kynvmypa Oe3onacHocmu - (GOPMHUPOBAHUE Y YYaITUXCS
MIPaBOBOM KYJIBTYpPHI, IPEICTaBICHUI 00 OCHOBHBIX IIPaBaxX U 00s13aHHOCTAX, 00 YBaKEHUH
K B3POCJIBIM, O TpaBUiiaX 6€30MacHOro NoBeIeHUs Ha yiulle U B X000Hu-1IeHTpE;

8. Bocnumanue cemeiHbIX YeHHOCHMeEll — 1TO, PEKAE BCero, HOPMUPOBAHUE y YYAIHXCS
3HaHMA B cdepe ITHUKH U TICHUXOJOTMH CEMEWHBIX OTHomeHwid. [lemaror, mpoBOIUT
poauTeNnbekiue coOpaHusi, aHKETUPYET M KOHCYJIbTUPYET POIUTENed MO pPa3IUYHBIM
BOIIPOCAM, KacarolMMCs BOCIIUTAHUS U T.[.;

Ixonozuueckoe eocnumanue - BOCIIUTaHUE Y ydJalmuxcsa Gepe>KH0r0 OTHOIICHHA K IPHUPOAC.
COSI[aHI/Ie ITPOCKTOB, KOTOPBIC HC MOT'YT HABPCAUTH YPOH MIPUPOAC U IKOJIOTUHN

B copepkanue




		2023-10-11T10:41:51+0700
	МУНИЦИПАЛЬНОЕ АВТОНОМНОЕ ОБРАЗОВАТЕЛЬНОЕ УЧРЕЖДЕНИЕ ДОПОЛНИТЕЛЬНОГО ОБРАЗОВАНИЯ ЦЕНТР ТВОРЧЕСКОГО РАЗВИТИЯ И ГУМАНИТАРНОГО ОБРАЗОВАНИЯ "ТОМСКИЙ ХОББИ-ЦЕНТР"




